Computer Abuse and Crime

Nearly every computer user must hear of viruses, worms and hackers but some have misunderstanding of what really these words mean. Viruses, worms, and Trojan horses are malicious programs that can cause damage to your computer and information on your computer. They can also slow down the Internet, and they might even use your computer to spread themselves to your friends and the rest of the Web. The good news is that with an ounce of prevention and some good common sense, you are less likely to fall victim to these threats.

What is a virus?

A virus is a piece of computer code that attaches itself to a program or file so it can spread from computer to computer. It infects as it travels. Viruses can damage your software, your hardware, and your files. Virus is a Code written with the express intention to replicate itself. A virus attaches itself to a host program and then attempts to spread from computer to computer. It might damage hardware, software, or information. The virus does not spread without human action someone must share a file or send an e-mail to move it along. Viruses are most easily spread by attachments in e-mail messages or instant messaging messages. A virus also spread through downloads on the Internet. They can be hidden in illicit software or other files or programs you might download. To help avoid viruses, it's essential that you keep your computer current with the latest updates and antivirus tools, stay informed about recent threats, and that you follow a few basic rules when you surf the Internet, download files, and open attachments. 

What is a worm?

A worm, like a virus, is designed to copy itself from one computer to another, but it does so automatically. First, it takes control of features on the computer that can transport files or information. Once a worm is in your system, it can travel alone. A great danger of worms is their ability to replicate in great volume which causes a domino effect of heavy network traffic that can slow down business networks and the Internet as a whole. When new worms are unleashed, they spread very quickly.

Worm is a subclass of virus. A worm generally spreads without user action and distributes complete copies of itself across networks. It can consume memory or network bandwidth, which can cause a computer to crash. Because worms don't need to travel via a "host" program or file, they can also tunnel into your system and allow somebody else to take control of your computer remotely. Recent examples of worms included the Sasser worm and the Blaster worm. 

What is a Trojan horse?

Trojan horses are computer programs that appear to be useful software, but instead they compromise your security and cause a lot of damage. Trojan horse is a computer program that appears to be useful but that actually does damage. 

Trojan horses spread when people are lured into opening a program because they think it comes from a legitimate source. Trojan horses can also be included in software that you download for free. Never download software from a source that you don't trust.

How do worms and other viruses spread?

Virtually all viruses and many worms cannot spread unless you open or run an infected program. Many of the most dangerous viruses were primarily spread through e-mail attachments. Other viruses can spread through programs you download from the Internet or from virus-ridden computer disks that you borrow from friends or even buy in a store. These are less common ways to contract a virus. Most people get viruses if they open and run unknown e-mail attachments.

Hackers:

But who really made these programs? A straight forward answer is hackers. People who attack others computers and networks are often called hackers. But those are not all hackers
Good Hackers:

At first, hacker was a positive term for a person with a mastery of computers who could push programs beyond what they were designed to do. Hackers are very sharp people with a deeper understanding of how computers work and can write programs that do things programs are not supposed to do.
Also there are groups of people exist at universities and organizations who purposely hack into systems, dissect software and uncover vulnerabilities. They publish their findings urging software manufacturers to plug the holes. Like CERT Coordination Center in Carnegie Mellon University who sends out immediate bulletins to millions of subscribers as soon as a naughty bug is detected.

Bad Hackers:

As mentioned the people who play with viruses and worms are often called hackers. Code Red is one of thousands of worms unleashed on the Internet. The Code Red Worm attacks a web-server software from Microsoft. A Report by the General Accounting Office finds Defense Department computers sustained 250,000 attacks by hackers in 1995 alone. Also in 1990's Hackers break into and deface federal Web sites, including the U.S. Department of Justice, U.S. Air Force, CIA, NASA and others. 
Confusion:

After the antics of some destructive hackers were publicly known, the news media started calling those destructive people hackers although the word hacker originally was coined to mean an extreme programmer. However, today hacker means a bad person, who writes programs designed to cause harm.

What is to be done for those?
Many countries enforce many rules to punish hacker (bad hackers). For example the Kingdom of Saudi Arabia enforce new law that every person who be caught hacking will be sent to prison for 1 year and he will have to pay 1 million RS. Also many countries like United States, UK and many other countries have strict laws for hacking crimes. 
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