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Abstract— The world has changed a lot in the past 20 years. People in today's society communicate with electronic mail, cellular phones and via newsgroups. The Internet provides us with one of the easiest communication tools ever afforded to the mankind. It is quick, convenient, cheap... and is as unprivate as it could be while being so quick, convenient, and cheap. In the computer world encrypting techniques are being applied to secure sensitive data and protect personal information and privacy but it is still penetrable. Monitoring of e-mail is ethically questionable because of its potential to violate privacy rights. All these everyday tools present risks for our personal privacy and anonymity. This paper describes these risks and possible solutions to protect our privacy.
I) Introduction
So the question arises, What is personal privacy?  Webster's New World Dictionary gives the following meanings to privacy: 'Secrecy; or one's private life or personal affairs'. . Individual privacy is a complex issue. There are always some authorities who want to know certain things on every individual. On the other hand the tools to protect one's privacy can be used to violate another's privacy or used in criminal acts.
 In practice this means that there is information a person is not willing to share with other people or institutions or wants to limit the distribution of that information. Information itself does very seldom have any real value alone, but its value becomes imminent when it is used. This applies to bank account numbers, business plans, opinions and knowledge. 
However, to be able to use information one needs to communicate it with other partners. So when the concept of privacy is translated to the information age terms, it can be seen to constitute of the ability to store and communicate information in a secure manner. 

II) Email Privacy
Electronic mail is widely used every day by hundreds of thousands of people. Unfortunately e-mail can be a very insecure way of communication. Intercepting email is a piece of cake .Almost anyone and everyone can hack your email.
A.  What kind of information can be accessed by hacking your email?
Someone hacking your email can find one or more IP addresses that can be traced back to you, your Internet service provider or organization. So, you should keep it in mind that any mail administrator can glance at your mail and learn your country, city, IPS, credit card pin, ATM, learn about you, your family, even your telephone number and so on.
B. What makes email so insecure?
Every email contains headers, and in most cases the tracing of an email begins with the examination of its message-header information. A message header is part of an email that travels through the Internet. It contains the source of the email and lists every point the email has passed on its journey along with the date and time of passing it.

Since this "post stamp" is rather unsightly and useless for correspondents, email programs normally hide it. But for snoops it's a valuable source of information. When an e-mail message is sent it travels from the originating host computer to the destination and often passes through several relaying hosts. Administrators of any these hosts can easily eavesdrop the mail traffic. If the mail bounces because it can't reach the addressee, a copy of the message is often sent to the postmaster of the originating system who can read the e-mail addresses of the sender and the addressee and the contents of the mail. 

In the local area networks such as small offices where groupware products are used the network administrator has all the possibilities to change user passwords, and then read, delete and modify their messages. The administrators may also have access to network- monitoring tools which allow reading of any files sent over the network. 

Electronic mail can be less secure than discussing your private matters via postcards. Automatic techniques are available for monitoring you e-mail and messages originating from you can be easily forged.


C. Ethical view on privacy
Many people use email to communicate sensitive information that they don’t want others to know may become public. This information might be personal or professional. Some people use this information for blackmailing. 

Getting information about someone is wrong on every level. This creates differences and friction between individuals. When someone can get information so easily then why don’t we just remove the word privacy from the dictionary? In fact let’s just live openly. We don’t need houses. Let’s walk around naked.  
II. Privacy on the Web

Usenet newsgroups are known for their wide diversity of subjects and worldwide circulation. Many people follow intently the discussions running wild in these groups, sometimes actively taking part in threads or posting a question or a comment once in a while. 

There exist several newsgroups dealing with delicate personal matters such as finding a mate or support for people who are trying to recover from crises like divorce or war trauma. In some newsgroups strong personal convictions are discussed, regarding politics, religion and sexual behavior. Posting an article to these newsgroups can be compared to calling a talk-radio program thousands of people are listening to and recording on a tape. It is clear that in some cases it is preferable to remain anonymous while posting because revealing one's identity could mean publicly discussing one's private matters or putting the poster's social or academic reputation or even life at risk. 

Even if there is no risk, there is no reason why one should as a default always let his identity be known and offer his neighbors, work mates and superiors a possibility to observe what one's opinions and convictions are. On the contrary there are several good reasons why one should remain anonymous while participating in public forums such as newsgroups. 

III. Anonymity

Is anonymity a curse or a blessing? The Internet community is going to have to address this issue. Privacy advocates anonymity, while security-conscious individuals and law enforcement officials want to end it.

A. Popular world wide examples of Anonymity:

 The most popular worldwide example of anonymity is within the Japanese forum 2channel. The forum prides itself on the total anonymity of those who post to the channel. The administrators of 2channel see the anonymous posting as a real benefit to those who post to the forum, because it is the argument, not the credibility of the author that is being debated. This is in stark contrast to other Internet forums, such as Slashdot, Orkut, Facebook etc. In Slashdot-style forums, the ability to post anonymously is available, but other users of the forum tend to hold the content of the post in a lower regard than they would if the same post was sent by a user with a registered username. The Slashdot forum encourages this tendency by attributing posts like this to "Anonymous Coward," implying that the poster lacks the courage to stand by his or her statement.
B. Benefits of Anonymity:


The benefits of anonymity are that people can express themselves without fear. That's the reason well-run democracies have secret ballots. You can vote one way and say you voted another way. Chat rooms are full of people who hate their jobs, their spouses, their lifestyles and openly discuss these feelings anonymously. Curiously, those for and against anonymity seem to have the same positive motivation protecting democracy and freedom. The pro folks say that taking political debate to the highest level of discussion is not possible without some anonymity. Whistleblowers report news that companies and governments would prefer to suppress; human rights workers struggle against repressive governments; parents try to create a safe way for children to explore; victims of domestic violence attempt to rebuild their lives where abusers cannot follow. Instead of using their true names to communicate, these people choose to speak using pseudonyms (assumed names) or anonymously (no name at all). For these individuals and the organizations that support them, secure anonymity is critical. It may literally save lives. Once they are discovered, they are fired and ruined. 
The anonymity folks will cite examples from law enforcement showing how attacking organized crime in particular and crime in general would be impossible without the use of anonymous sources. Those against anonymity would argue that in crime-fighting, anonymous sources are not reliable and can be abused, leading to the ruin of innocent people. Furthermore, 

When sending messages on the web, many people enjoy a sense of anonymity .Many popular systems, such as   e-mail, instant messaging, and web forums, and P2P systems, foster this perception because there is often no obvious way for a casual user to connect other users with a "real world" identity. 

B. Drawbacks of Anonymity:

The drawbacks to anonymity are apparent daily. Anonymity is often used to illegally move secret information. People and corporations are often libeled by those who spread false information. In fact, the spread of false information is what makes anonymity so dangerous. In the long haul, anonymity could ruin the accuracy of the Internet as an informational network.

Then we have a big problem with spam. The e-mail addresses of spammers are carefully hidden so we can't complain when we receive these irritating messages. Junk e-mailers annoy us and make us waste our time erasing their messages, but because of anonymity they are not subject to the same annoyances. You can't write them to complain. You can't spam them back. The honest spammers who actually leave return addresses get the brunt of the return hate mail. Then there is the poison pen letter. Calling anyone you want a jerk is easy with a quick e-mail. Heck, you can even threaten to kill a person with little chance of repercussions. While poison pen-letters have always been possible through the mail, sending them has never been this easy. And when you combine this with the possibility of massive hate postings all over the Net, you have a serious problem.

IV. Conclusion
While some of the ethical implications of privacy with electronic mail have been identified and explored, the uncontrollable communication and therefore information flow will continue to pass and grow through the Internet backbone as a form of media. The value of, and right to privacy will continue to compete with other values in our global society within the virtual community. The implications of the individuals' right to privacy as a duty of restraint upon other entities will magnify. 
It's clear to us that anonymity is both good and bad. Anonymity has its place, and has always had a place on the internet. Does anonymity have a right to exist as such on this new medium even if the risk is great? Twenty years ago, there was no Net and we were doing fine with the issue of pre-Internet anonymity, so would technologically ending Net anonymity once and for all be a disaster? What changed that makes anonymity on the Net so important? Ask yourself if we would be demanding anonymity on the Internet if we never had it in the first place. Could this entire anonymous Internet era be a short-term phenomenon that will soon end?
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