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Introduction

* Forensic investigators may use several analysis
mechanisms on the system image.

* Comparing hashes of files:
MDS5 or SHA-1.

* Examining the file system alone:

— No comprehensive picture of activities.

— Weak case.



Introduction (Cont.)

* Analysis of Windows system can go
much deeper.

* Windows Registry is treasure of
information.

» Correlation of system file and Registry

information:

— Strong case.




Objectives

* Briefly discuss the structure of the Windows
Registry.
* Examples of registry information.

* Methods for determining Registry
“footprints™.




Windows Registry

Hierarchical database stores system
information.

First introduced with Windows 935.
Some slightly differ between versions.
Replaces config.sys and autoexec.bat files.

Replaces text-based 1nitialization (.1n1) in
windows 3.0.



Registry Structure

= Q My Computer
-] HKEY_CLASSES_ROOT
#-_] HKEY_CURRENT USER
[=-(_] HKEY_LOCAL_MACHINE
i A ARDWARE

p- ) sam
] SECURITY
-] SOFTWARE

Controtet001
ControtsetDn3
CurrentContralSet
LastknownGoodRecovery
[ ] mountedDevic

=y Select

Hives Keys

Mame Type Data
abj(Default) | REG_SZ (value not set)
EﬁﬂCurrmt REG_DWORD Q0000001 (1)
B¥] Def ault REG_DWORD 0x00000001 (1)
w4 ailed REG_DWORD 000000000 (0)
mo |LastknownGood FEG_DAWORD 000000003 (3)
T
Values Data



Registry Structure (Cont.)

* Five main hives.
* Begin with (HKEY) Handle to a Key.

1. HKEY CLASSES ROOT
— Open programs, drag and drop and shortcuts.

2. HKEY CURRENT USER

— User's folders, screen colors, and Control Panel
settings for the current user.

3. HKEY LOCAL MACHINE

— Hardware-specific information, drives mounted,
installed hardware.




Registry Structure (Cont.)

4. HKEY USERS

— Configuration information of all user profiles,
application configurations, and visual settings.

5. HKEY CURRENT CONFIG

— 1nformation about the systems current
configuration.



Registry Structure (Cont.)

* Registry 1s maintained within several files on
the system.

* Hives that are persistent on the system:
%SYSTEMROOT%\system32\config folder.

— HKEY LOCAL MACHINE\System (System
folder).

* Specific user configuration:

— Documents and Settings folder.
— NTUSER.DAT file.



Registry as a Log File

* Registry keys have a value indicate
“LastWrite” time. = FILETIME.

* Indicates Registry key last modification.

e FILETIME records 100 nanosecond
intervals since midnight, 1 January 1601.



Registry as a Log File (Cont.)

Finding FILETIME example:

@" Registry Editor - “- - ‘
Edit View Favorites Help

Import... “ || Name

Export... ab| (Default)

) We| DateTime
Load Hive... Py
) s/ layout
Unload Hive... 2| Templates
Connect Network Registry... e

Disconnect Metwork Registry... [ UseSep
e Window_Placement

Print... Ctrl+P
Exit
) EventSystem
. Exchange
. Explorer
. Fax
| Feeds
) FileSquirt A
| FTP 3
. GDIPlus
1 1AM
- ). IdentityCRL
L1 IME
Al.tt
K=y Hame: HEEY CUEEENT_TSER~Sof tware~Microsof t~Calc
Cla== Hame=: <HO CLASS:
La=t Write Time: 2562013 — 3:08 PH
Value 0
Hamne : Window_FPlacement
Type: FEG_EIHARY
Data:
ooooooon 2c 00 00 00 00 00 OO OO — 01 OO OO OO f££ ££ ££ ££ ... ... ... ... ¥§ﬁ?

gooogoio ff £f £f f£f £f £f ff ff — £f £f f£f £f ce 00 00 00 9Y¥¥yyvyvyvyyvyyy
oooooonza 01 01 00 o0 =b 03 00 00 — 85 02 00 a0 B



What’s in the Registry?

e Usetul forensic information within the

Registry > Depends on investigator.

* Registry string search > little data.
— Data may be kept 1n binary.

— ROT-13 “encryption”.
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Autostart Locations

* Allow applications to be launched without
any direct user Interaction.

* Most popular: “Run’ key.

HKEY LOCAL MACHINE\Software\Microsoft\Windows\
CurrentVersion\Run

* Used by many pieces of malware.



Autostart Locations (Cont.)

* Many other Registry keys launch applications
and depend on actions: e

— System starts up.
— User logs 1n.

 Example 1: The key

Software\Microsoft\CommandProcessor\AutoRun

— Found in both the HKEY LOCAL MACHINE
and HKEY CURRENT USER hives

launch application whenever cmd.exe 1s launched.
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Autostart Locations (Cont.)

* Example 2: The key

HKEY LOCAL MACHINE \SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options

* Allow administrator to designate a debugger
for a specific application.

» Attackers use this key to redirect D

an application to a Trojaned copy.
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Autostart Locations (Cont.)

* Autostart locations provide the investigator
with clues whether the activity initiated by the

user or by malware or an attacker.

&7 Autoruns - Sysinternals: www.sysinternals.com
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= ER
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w7 AdobeFlashPlayerlpdateS... This service keeps your Adobe Flash Player ins...
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W 2VGIDSAgent Provides [dentity Protection Against Cyber Crime.
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] gusve Google Updater keeps your Google software u...
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m-| HssTrapService

%] KnownDLLs
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j Scheduled Tasks
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% Services

Image Path
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c:\pragram files [x86]havah. .
c:\pragram files [x86]havah. .
c:\program files [x86]hconn...
o \program files [xB6)comm.
chpragram files [xBE]\windo.
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c:\program files [«86]\googl..
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User Activity

NTUSER.DAT file holds all of the Registry
settings specific for a particular user.

Its content mapped to the HKEY USERS\SID.

when the user logs in:
— HKEY CURRENT USER hive is created.

Helps forensic investigators

regarding actions taken by the user.




MRU Lists

MRU: Most Recently Used

Consist of entries made due to specific actions
taken by the user.

Keep track of items the user may return to in the
future.

Example:

HKEY CURRENT_ USER\Software\Microsoft\Windows\CurrentVersion\
Explorer\RunMRU

Maintains a list of commands that the user types
into the Start = Run box




MRU Lists (Cont.)

%" Registry Editor

File Edit ‘“iew Favorites Help

#-_] MenuCrder A | Name Type Data
& (_J MountPoints2 ab](Default) REG_SZ  (value not set)
=& '”‘?"CE‘:FL*E" ) ab] 5 REG_SZ  regeditl
H :]mz QPLCLR Fendiers h REG_SZ  mspaintil
ropummary ab], REG_SZ  msconfigil
#[_] Publishing'wizard
b4 REG_SZ  cmdil
& ] RecentDocs |
g ab)e REG_SZ  sysedit|l
e |RunMRLU i
&[] SessionInfo aR)f REGSZ  cakll
[_] shell Folders g REG_SZ  notepadil
£ Shellimageview (ab]MRUList REG_SZ  gfedach
I:| StartPage
D SktreamMRL
&[] Streams
[ stuckRects2
(] tips v
£ | ¥ 4 | >

My Computeri\HKEY _CURRENT _IUSER\SoftwareiMicrosoft)Windows\CurrentVersion\ExploreriRunMRU

MRU List example
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MRU Lists (Cont.)

List of useful MRU lists

XP Search Files

Software\Microsoft\Search Assistant\ACMru\5603

Internet Search
Assistant

Software\Microsoft\Search Assistant\ACMru\5001

Printers, Computers
and People

Software\Microsoft\Search Assistant\ACMru\5647

Pictures, music, and
videos

Software\Microsoft\Search Assistant\ACMru\5604

XP Start Menu Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
Recent

Run dialog box Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU
Mapped Network Software\Microsoft\Windows\CurrentVersion\Explorer\Map

Drives Network Drive MRU

WordPad - Recent
Files

Software\Microsoft\Windows\CurrentVersion\Applets\Wordpad\Re
cent File List
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User Assist

Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist

Contains two sub-keys globally unique
identifiers(GUID).

Each one records specific objects on the system
that the user has accessed.

Entries are “encrypted” using ROT-13.
Not associated with a specific date and time.

Only information 1f user has accessed a particular
file or object. User may access malware.




User Assist (Cont.)

Registry Editor

rén % Vi y

i

fi¢
i
;

= ) UserAssst
# ) {COLOAF41-2994-9B40
= ] {SE6AB70-7743-11CF
2 Count
= O (7504820067 1F- 1100
=3 Count
# ) Vsustffects
% ) walpaper
+ ) WebView

& >

|
o
||

M'P‘\prhad mhwamko (phap
M_am Po\Qbpheragf naa FrogvaliPeg. X

Ldil Binary Yalue

Vahoe dota

0000 8A 00 00 00 06 00 0O OO , REG_BINARY
ggog 70 BC 48 71 E8 46 C7 01 piliqeF¢
1

Lok [ Concel |

| My ComputerHKEY MJWMWWMW 1F-1100-5688-0060970EAC

| Decoded Text

—
Ty BUNPATH:C:\\Documents and Settings\\Cpt.

- —— —
¥runch\\Desktop\\Razor programs\\p2ktools\\p2ktools\\P2XTools,eXE8™
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USB Removable Storage

* Connecting USB removable storage to
windows system initiated an entry under

HKEY LOCAL MACHINE\System\ControlSet00x\Enum\USBSTOR

* Stores the contents of the product and device
ID values of USB devices.

 Devices could be cameras or thumb drives.



USB Removable Storage (Cont.)

Device ID could be the serial number (unique).

Not all USB thumb drives have serial numbers.

If the 24 character of the ID had “&’ =
device has no serial number.

Other registry locations provides more details

to the mvestigator.
\:ﬁ



USB Removable Storage (Cont.)

iz Registry Lditor

Flo Edt View Favortes Hep

* ) USBPRINT A | Neme Type Data

i LSvoR ]Det o) | REG_SZ (vshon rct 5at)
i ) CdRomiven_SProd_US8_Flash Memory$fev_6.50 S C apablities REG_DWORD 00000010 (16)
. 1__] CdRamaiven_SarDisidProd_U3_Cruzer_MorodRey_2.18 chﬁ REG_SZ Ox3Dvive
9 99 Ciimen_Shre_tew3.46 ] ClassGUID REG_SZ ($DOGE67-£325-11CE-BFC1-CR0NZEE 10318}
i ) DedliVen 8Frod USE Flash Memory@Rev 6.50

: W) CorpatlelDs REG_MULT] S2  USBSTOR\Dick USBSTORIRAW
#® (L] Dekaven _ApplesProd_PodsRey 2.70 =
@ ) Dekiiven_GenarcaProd_USS_Storsge-CFCBRev_SO0A ? oFlags "EU’:“:‘D Q00000000 (0)
& (0 Dukiven GenerichProd_USH_Siorage-MMCERev_S00A SJDevicadest REG_SZ Dk drive
@ (L) Dukbiven GarmrichProd_USS_Storage-MSCHRey_SO0A _QJDmu REG_S2 {$02EEF67-£325-1 1CE-BFC1-080028€ 10310} 40007
& f_' DuskEven_GenercProd_USE_Storsoe-SMCERey_S00A g]ﬁm REG_57 SarDish. U3 Cruder Micro USE Device
® ) Dukiven LEXARSFrod_JUMPORIVE _SPORTERev_1000 ,'_ﬂhadnuelo REG_MAT] 52 USBSTOR\DeckSarDek U3 _Criser Miro 2. 18 USBSTOH
& () Dukiiven Matshestdrod OVCARev_1.00 ) REG_52 (Standord disk drives)
= (L] Dukdiven_SanDisiaProd_U3_Cruzer_MicrodRev_2.18 Jparenticralic REG_SZ 782268642060
# ‘23 000006050507677280 i Davice D )carvics REG_S2 dg.

# [ Destiven_SerpledProd_Bonesl presstftey_0.00 | BFUmber REG_DWORD 00000000 (0)
@ () DukBven WDEProd_160008_ExternaliRey 0107
o () Dekven WODESrod_ 250008 ExternaliRey 0602

+ ) i

8l ) Hardware Profies
8 o) Services 3
Vi mmn amibg oM b
< > < >
[y Compurer\HEY_LOCAL_MACHINEISYSTEM|ContralSetO0R|Enum|USBSTOR |Diska¥en_SanDiskéiProd_UJ_Cruder_MorobRev_2.184000006050507677

% (] Diskaven_Matshira@Prod_DYC8Rev_1.00

# () Diskéven_SanDiské®rod_U3_Cruzer_MirotRev_2.18

@ (] Disk&¥en_Simple&Prod_Bonzai_Xpress&Rev_0.00

@ (] Diskiven_WD&Prod_1600)8_ExternaldRev_0107 .

% (5 DikBen WDSProd_ 250038 ExternalbRev. 0602 No serial number case
+ ‘j 782d7¢ 7485085 7442057434 14C37383332383934 3580

@ ] v1394
# ) Hardware Profiles

Contents of
USBSTOR key
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USB Removable Storage (Cont.)

Mounted Devices:

HKEY LOCAL MACHINE\System\MountedDevices

View each drive associated with the system.

Stores a database of mounted volumes used by
NTES.

The investigator may indicate that the user
removed the drive if:

— a device 1s 1n the list of MountedDevices and it 1s not
physically in the system.



USB Removable Storage (Cont.)

<

@ (3 1€

# ) 1saene
¥ ) UPTENUM
W) Nvax
# e

@# 3 PCIDE
+ ) Root

m ) CNt

# ) STORAGE
#- ) ream
# ) Sw

o ) use

@ ) USBPRINT

@ ) UsasTOR
& L V13

+ ) Hardware Profiles

) Services

® 1 CurrentControlSst
o LastinownGoodRecovery

- MountedDevices
- Select

A Nome

™ , . e
22177\vohume (97b1 3820469 11db-2a96-001 304500097)  REG_BINARY
8]\ 77\vokane (9dcBeadd-8161-11db-3ad% 001 3HSLONI7)

REG_BINARY

Data

~

5¢ 00 3 00 3f 00 S¢ 00 53 00 5
42 0 74 5¢ 00 7 00 00 00 00 €

+ _J Setuwp
* ] WPA

# ) HKEY_USERS

B\ \vkume (5364206 5¢ 00 5300 5
§1’?\W@1 Sc 00 5300 4
177\ Volume (b5F caasf 5S¢ 00 5300 5+
RE)177\Vohane (741865 Vel "' | 0053005
)17 vokme 119615 |\DotDevicedF 5¢ 00 4900 4+
217\ vokme 19620161 Vakus data Sc 00 49 00 4+
2% \DosDevicesta: a |x00d6004
) \DosDevices\C : b 0000 00 00 ¢
£5]\DosDevices\D: . S 00 49 00 4
£%)\DosDevicesiE- Rt S 00 49 00 4
23] \DosDevicesiF: N o= d S 005300 %
\w G: 0030 1.8 7 MBS
gm”:”_ 0038 t.e.1.0 st’my
b sk 0040 7.2.0.4
%Wesu: gggg g 2.? ist Sc 00 53 00 5
\DosDevices\); 5 00 5300 %
7 U. 00S8 33 00 66 00 35 00 36 00 3.f£.5 6
&5]\DosDevices|r: 0060 33 00 30 00 64 00 2D 00 3.0.d - 0000 000
mm.’“- LT N AR RS AR PN AN P AN & 7. % 4 v &ms’m.:
%Woﬁﬂf [ ok | [ Coa | [ScO0SSOOST
a \DosDevicasiN: SC0053005
»! 3 >

My Computer PEY_LOCAL MACHINEISYSTEMiMountedDevices

Identification of volume \DosDevice\F
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Wireless SSIDs

* Service set 1dentifiers (SSIDs) are stored

In the wireless card. (@ »))

HKEY LOCAL MACHINE\Software\Microsoft\
WZCSVC\Parameters\Interfaces

* Different sub-keys (GUID).
* SSID name 1n binary data format.
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Wireless SSIDs (Cont.)

. Registry Editor
® 2 Tshoot A | Name Type Data
-G Tusing paces. aB)(Def aul) REG_SZ (value ok set)
- f:'“’"“" , B ActiveSettings REG_BINARY <8 02 00 00 00 00 00 00 00 &0 98 db bé 10 00 00 0c 0.,
o S CortroFiags REG_DWORD 0:09918002 (59867135)
i 5’ BF)Layoueversion REG_DWORD 000000007 (7)
‘ I.-_',';”I’E"m &) static20000 REG_BINARY <8 02 00 00 03 00 00 00 00 Of b5 ab 6¢ be 00 00 67 00...
& &2 whe B Seatic#0001 REG_BINARY <8 02 00 00 00 00 00 00 00 02 6f 01 b3 ba 00 00 09 00...
® ] WBEM
& ) Web Folders
(] Web Service Providers Ve name
# () Windows s
® (2] Windows Media Device M Sty ]
* «;] Windows Messaging Subs Vaue dsta:
@ &3 Windows NT 0000 C8 02 00 00 00 00 00 00 E. . ... . A
& ) Windows Script Most ggog gg gg 81; 8‘1, B3 BA 00 00 . .o.2¢
® (] Windows Scripting Host 1 L
cngcsvc 0018 00 00 00 *
& p 0020 00 00 00 00 00 00 00 00 :
S &) Parameters 0028 00 00 00 00 00 00 00 00
= ) Interfaces 0030 00 00 00 0O 00 00 00 53
) {2652504A-4 0038 A3 FF FF FF 01 00 00 00 syyy
L) {DESS437CS 0040 20 00 00 00 &4 00 00 00 st
B8 STISANA-L 0048 00 00 00 00 98 56 25 00 e "
| . - L 0050 10 00 00 00 00 00 00 00 ...
# (] MoveNetworks 0058 00 00 00 00 00 00 00 00 B
% (] Mozfla 0060 01 00 00 00 82 84 OB 16 ........ w
Q‘;JMW'S nnen NA NN AN AN Aan D A0 AN
# (] NetworkActiv ~ { ok || Cconcel |
¢ >

[My Computer\HKEY_LOCAL MACHINE\SOFTWARE\MIcrosoft\WZCSVC\Parameters\interf aces| {FE7SASFA-1347-469C-8294-C067 10CS7SEAF
SSID example



Wireless SSIDs (Cont.)

* Additional information such as IP address,
DHCP domain, subnet mask.

HKEY LOCAL_ MACHINE\System\Current
ControlSet\Services\TCPIP\Interfaces\GUID

e [P addresses and durations will be

more helpful for investigators.
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Wireless SSIDs (Cont.)

. Registry Editor
Fle Edt View Favorites Help

& .__l SynTP A | Name Type Data N
# L sysaudio abY(Defauit) | REG_SZ (value not set)
-] SysmonLog #¥)addressType REG_DWORD 0x00000000 (0)
# ] Tapise @BDefaukGateway  REG_MULTI_SZ
= E"gﬂw ab]DefaultGateway... REG_MULTI_SZ
&3 Linkage @DhcpClassldBln REG_BINARY (zero-length binary value)
5@ Parameters ab]phcpDefaultGate.., REG_MULTI_SZ 192,168.1.1
3 (&) Adapters aDhchoman REG_SZ myhome. westell.com
(] DNSRegisteradAdapters ab]phepIPAddress REG_SZ 192,168,1,37
= (] Interfaces aohcpNameServer REG_5Z 192.168.1,1 192.168.1.1
] {1B217E32-E44A-483 ?)JDhcpServer REG_SZ 192.168,1.1
() {2652504A-46D0-496 || [8B]DhepSubnetMask  REG_SZ 255,265,255.0
() {6085DCC1-AB6B-427 || [@]DhcpSubnetMask.., REG_MULTI_SZ 255,255,255.0
] {9841CABF-F2E8-43F | | [aB]Domain REG_SZ
() {DE98437C-5ABE-46¢ | #E]EnableDeadGWD... REG_DWORD 0x00000001 (1)
N {FE7SASFA-1347-469 || [R¥]EnableDHCP REG_DWORD 0x00000001 (1)
] PersistentRoutes ab)Paddress REG_MULTI_SZ 0.0.0.0
| Winsock ¥ || [a8]pautoconfigurati... REG_SZ 0.0.0.0 v
< HRIE >

My Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001Services\ Tepip\Par ametersiInterfaces\{FE7SAIFA-1347-469C-829A-C067 10CS7SEA}

Network settings of SSID
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Summary

Windows Registry 1s a significant forensic
resource.

Provides a comprehensive picture of the case.
An 1vestigator need to know where to look.

This paper presents some Registry information
but there are more.
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