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Abstract—A connection-chainis a set of connections created
by sequentially logging into a series of hosts, known astepping-
stones It provides an effective scheme for attackers to manually
interact with a victim machine without disclosing their true
origin. The victim will only identify the last host in the chain,
while the true origin is hidden behind a series of steppingi®nes.
Addressing connection-chains poses challenges for resehers in
the field of computer security. Accordingly, several approahes
have been proposed in the literature. In this paper, we revie

as well as the involved hosts. Investigation then typically
proceeds by isolating affected hosts and collecting data
from them. Ideally, such tracing also leads to the origin
of an attacker especially insiders. Coupled with collected
evidences, the attacker can also be prosecuted in a court
of law.

Liability: If a host owned by an organization were ex-
ploited as a stepping-stone, the attack would appear to

those approaches and classify them according to a proposed

taxonomy. be originating from this organization. As a result, they

may be held liable for such attack. Detecting connection-
chains can help to enforce policies of transit traffic.
« Deterrence: Anonymity is a main concern of serious
attackers. In fact, it is the whole purpose of establishing
a connection-chain in the first place. An effective tracing
tool will deter some attackers in fear of exposing their
a series of stepping stones true Origin.

_______ AN Historically, connection-chains have been used repeated|
= 4 N by attackers to hide their true origin. For instance, theyeha
%4_.![;_ ....... - EL‘— ....... - !];_.!L been used in a spy chase documented in the popular book:

it = :m the cuckoo’s egdl]. Yet, Stamford-Ch.en.and Heberlein are
first to actually address the problem within a network seguri
context and propose a solution [2]. They also coined the term
connection-chainThe termstepping-stonewas later coined
by [3]. Since then, different approaches for detecting and
) ] ) o tracing connection-chains have been proposed in the canput

The increase in hacking activities over the Internet Security literature.
attributed to a number of factors. One important factor is |4 this review, we survey several approaches for detect-
the lack of accountability Attackers have plenty of tricks jhg and tracing connection-chains. We also classify these
and techniques that help them to styonymousluring their - 55r0aches according to a proposed taxonomy. The review
attacks. focuses on theechnicalissues. Specifically, we try to show

A very effective anonymity technique is to indirectly akac pow an approach works and highlight some shortcomings as
a victim machine via a series of intermediary hosts; a schemg||. There are someon-technicalissues, for instance legal
that is often called aonnection-chainThe chain is established 54 societal ones. Such issues are not discussed hereebut th
by recursively logging into different hosts (knownstepping- interested reader is advised to reference the paper by [4].
stone} before attacking the target machine as shown in figureThe rest of the review is outlined as follows. In section
1. Effectively, the connection-chain constitutes a chatim& || \we address some related and subtle issues surround-
connects the attacker on one side with a victim machine @Yy connection-chains. In section I, relevant termirgyo
the other side. It gives the attacker an anonymous meangtey background material are presented. Then, taxonomy of
manually interact with the victim machine without revealin connection-chains approaches is briefly described in aecti
the attacker’s origin. The victim will only see packets ca@i |y, The taxonomy is then explored in further details in
from the last host in the chain, when in fact; the attack ige succeeding sections. First, network-based approagies
hidden behind a list of possibly unrelated hosts. discussed in section V. Then, host-based approaches are

Tracing connection-chains is a challenging yet importagiscussed in section VI. At last, system-based approaches
task for a number of applications. The following is a sampleyre discussed in section VII. In section VIII, we evaluate

« Network Forensics: Tracing connection-chains plays the reviewed approaches against a set of criteria. Finaky,

crucial role in network forensics applications. Particueonclude the review and present possible open challenges in
larly, it has the potential of revealing an attack’s patkection IX.

Index Terms—Connection chain, Stepping stone, Tracing,
Traceback, Network forensics, Network security

I. INTRODUCTION

hacker

Fig. 1. Using a connection-chain to hide an attacker’s origi



Il. RELATED ISSUES two cases. Unfortunately, there is no easy way to identiéy th

A. Anonymity: Connection-Chains Vs Spoofing objective of a connection-chain. However, the next créean

; , . ... help.
Serious attackers may have different motives, but definitel noiher gistinguishing criteria is the association of a

share a common concern; i#nonymity They strive to hide connection-chain with an attack. A connection-chain bglits

their true origin during their attacks by employing diffate is not an attack. In fact, it is just a channel to carry an &ttac

tricks and techniques. Generally, these t_echn_iques bamn_gTherefore, legitimate connection-chains should not cany
one of two major schemes. One of them is using connectiofjz, ks, on the other hand, illegitimate ones should cagryss

chains, which is the focus of this review. The other one is E’r signatures of some attacks. Accordingly, “bad” conrueeti
carry an attack using spoofed traffic; i.e. traffic where @k ., ins are those that can be associated with an attack.
have forged sourcep addresses.

From a tracing perspective, the settings of the two schemes . -
are very different. As a result, researchers have treateah th™~" Progressive Difficulty
almost in parallellP tracebackor justtraceback® is coined ~ Fromacomputer security perspective, connection-chaens a
for tracing spoofed traffic, while plain terms likeacing or troublesome since they are quite easy to establish and use fo
trackingare used in the context of connection-chains. In whattacks. At the same time, they are hard to trace as they may

follows, we highlight some of the main differences betweespan different autonomous systems (AS). Additionallyheei
the two schemes. the standard TCP/IP suite nor standard operating systeapsd ad

« A connection-chain is established to create a bidirectiond©tocols or mechanisms to deal with them.
channel for an attacker to manually interact with a victim 1€ difficulty level of tracing a connection-chain is retite

machine. As a result, every connection in the chalQ its environment. Specifically, the difficulty is invergel
must have correct source and destinaign addresses. proportional to the ability of controlling the hosts and the
On the other hand, spoofed traffic is used for floodin%etwork' This progressive difficulty can be demonstratetth wi

denial of service attacks (DOS/DDOS). An attacker id'€ following three reference models [6].
not interested in receiving any traffic from the victim 1) Closed Model Both hosts and network are under the

machine. Therefore, sourc@ addresses can be anything.  control of a central authority.
« In connection-chains, anonymity is achieved because a2) Academic ModelA central authority controls the net-
victim can only trace traffic to the last host in the chain. ~ Work, but not the hosts.

The true Origin is laundered by several intermediary 3) Internet Model Neither the hosts nor the network are

hosts. In spoofing attacks, however, an attacker stays controlled by a central authority.

anonymous because the packets’ soligeaddresses are Using the above models, the challenges in tracing connectio

fictitious. chains progressively increase as one moves from one model
« The type of traffic underlying the two schemes is verio the next one.

different. Connection-chains carry interactive traffiatth

reflects an attacker's typing dynamics. Therefore, the I1l. BACKGROUND KNOWLEDGE

packets typically carry few (mostly one) bytes withy Terminology and Definitions

timings of a typewriting human. On the other hand

spoofed traffic is generally massive and only limited b

the dynamics of the network.

" In TCP/IP suite, applications likeel net [7], r| ogi n [8]
¥ndssh [9] are used to log in a host and acquirevigtual
terminal (or simply aterminal) on that host. The terminal
(also calledconsoleor shel) is useful to execute commands
B. Legitimate Connection-Chains and other programisiteractively For convenience, we refer to
Many users establish connection-chains on a daily basich applications aterminal applications
either for convenience or necessity. A typical example is If @ user runs a terminal application on hastto log into
accessing restricted machines. These types of connecti@fother host;, a terminal on hosk, is obtained and acp
chains are legitimate, because they conform to typical aisagPnnectior{10] (or simply aconnectiof ¢, is established. The
policies. The focus of this review, however, is the “bad”gypuser then may use the terminal at hastto log into another
of connection-chains. Distinguishing one from another is PSthz. This procedure may be repeated as many times as the
subtle issue that may cause some confusion. In this sectigfer wishes creating a series of connections as follows:
we try to highlight what makes a connection-chain bad.
One distinguishing criteria is thebjective of creating a
connection-chain in the first place. As mentioned earli€This series of connections is calledcannection-chain2],
legitimate connection-chains are established for eithmr- ¢ whereas the intermediary hosts are cakéebping-stonefs].
venience or necessity. On the other hand, illegitimate onesDefinition 3.1: A connection-chainC' is a list of tcp
are established by someone to hide her true origin; i.e. donnections created by recursively logging into a series of
stay anonymous. Clearly, the objective is very differenthi@ hosts;C' = (co,...,¢i,...,cn_1).

|ho| & co — [h1| &— -+ -+~ — |hp-1] & cn—1 — |hy]

1For IP tracebackapproaches, the interested reader is referred to a review?In practice, the number of hosts is limited by the maximurmagehat a
by [5] user is willing to experience [11].



Definition 3.2: Stepping-stoneH are intermediary hosts command. After the command’s execution is finished, the
that are used in establishing a connection-chain; server sends the command’s output to the client.
H={(h1,...,hi,..., hp_1). In the case of a connection-chain, the above bsesimal/echo

A related notion to consider is theelative positionof model is stretched over the entire chain. Effectively, the
the hosts and connections within a connection-chain. Fisr tltonnections are equivalent to a singdgical t cp connection
purpose, the following terms are defined. where a client is located at one end and a server is located

Definition 3.3: In reference to a given ho#t, anupstream at the other end. The individual connections are glued by
host h; is a host that is closer to therigin host (); i.e. in-between stepping-stones. send packet traverses every
0 < i < j. Conversely, adownstream hosk;, is a host that forward flow, while the correspondingcho packet traverses
is closer to thetarget host (,,); i.e. j < k < n. The terms the backward flows.
upstream connectioand downstream connectioare defined  To stitch the connection-chain, each stepping-stone ws t
similarly. processes: a server and a client. The server accepts connec-

Yet, another issue to consider is the notiordiséctionality.  tions from an upstream stepping-stone (or the chain’s iwyjigi
Although a connection ibidirectional, it has a direction in the wWhereas the client connects to a downstream stepping-stone
sense of thelient/serverparadigm [12]. To distinguish each(or the chain’s targetfSendandechopackets are passed over
direction, the following definition is provided. between the two processes inside a stepping-stone. E#bgti

Definition 3.4: Each connection is made offarward flow Sendpackets are pushed downstream towards the target, while
and abackward flow Theforward flowrefers to the sequencethe correspondingchopackets are pushed upstream towards
of t cp packets sent by thelient-side(or simply theclient), the origin.

while thebackward flowrefers to the sequence bép packets ~ Moving on to the concept otraffic pattern there are
sent by theserver-side(or simply theserve. generally two classes of network trafficiteractive and bulk

At last, it is worth highlighting the following idea. In a transfer Terminal applications generate traffic that belongs to
connection-chain, each flowing packet habemderpart and the former class. Essentially, the packets flowing in fodvar

a possiblecontent(or payload part. The header part is uniqueflows are dictated by the user's activity instead of the nekwo
for every single connection in the chain. It can be describ&ynamics. On the contrarulk transfersessions (for instance,

by the following 5-tuple: ftp [13]) are limited by factors liket cp flow control,
maximum transfer unifMTU), network congestion, etc.
(sre.ip, sre.port, dest.ip, dest.port, protocol ) In general, several metrics are used to characterize fmtera

. _tive traffic [14], [15]. For the purpose of studying conneacti
The abbreviationsrc and dest stand forsource and desti- chains, the following metrics are considergdicket sizeand

nation respectively. They refer to the notion of directionali%acket timingPacket size refers to the size of thep payload

mentioned earlier. _ in bytes, while packet timing refers to the characteristita
Unlike the header part, the content part of a packet is relapﬁgcket’s arrivalfinterarrival times.

across the connections of a connection-chain. Therefore, I1f the connection is not encrypted (astiel net ), a send

should remain the same during it_s jpurney through the ‘?ha't'&nd an echo) packet normally has a size of one byte that

It, however, can be transformed in its passage depending Qf¥responds to a character typed by a user. With encryption

the used applications. A common transformation is encoypti (as inssh), however, a send (and an echo) packet carries an
encrypted version of the typed character. Hence, a padieés

B. Dynamics of Terminal Applications depends on the encryption algorithm used. There are excepti

. L L ) , cases where few characters may be combined. For instance,
Terminal applications have distinctifenctionalityandtraf- t el net has aline mode where a client sends lines of text
fic pattern which set them apart from other applications, qtead of individual characters

Functionality refers to the way that the client-side and the packets’ timing
server-side interact during an established session. Ootlies ’
hand, traffic pattern refers to the characteristics of gaeer

packets as observed at the network-level, such as packeis’ Syofiections of her typing dynamics rather than the network

and inter-arrival times. dynamics. In particular, the inter-arrival times reflechiast

In terms of functionality, a terminal application exhibits;" ser can type. There are empirical and statistical models
a distinctive send/echoactivity between its client-side andi,at gescribe these times rigorously [14], [15]. Also, thare

server-side. When a user establishes a terminal session &fg,jation tools to simulate them [16]. We refer the intezds
starts typing on her keyboard, the following types of pasketsader to the cited publications.
are exchanged:

1) Send packetThe clientsendsevery character as it is C. Model and Assumptions

send packets in a forward flow are
generated one by one as the user types on her keyboard. As a
result, the packets’ arrival (and inter-arrival) times &aighful

being typed by the user. Fortunately, it is not necessary to address the connection-
2) Echo packetThe serverechoesback the sent characterchain problem in a general manner. In practice, there are
in order for the client to display it. severaldomain knowledgeconstraints, which are generally

This routine is repeated for every typed character until ttgtated as either explicit or implicit assumptions. Thistisec
user hits the key return” which causes executing the typedaddresses these assumptions.



| connection-chain detection approaches| (section V-B) approaches. In this case, the classification i
based on theature of analysis employed in each class.

| network-based | | host-based | | system-based | V. NETWORK-BASED APPROACHES

| Network-based approaches operate at the network level by
examining packets for signs of connection-chains. They are
further divided into two main categories; namedynilarity-

Fig. 2. Taxonomy of proposed approaches for detecting andinty basedgnd anqmaly-b_ase_dThe difference lies at the scale of
connection-chains. analysis. While, similarity-based approaches operatehen t
larger scale of a set of connections, anomaly-based appgeac
operate on the smaller scale of only a single connectiorh Eac
category will now be explained in further details.

[ similarity-based | [anomaly-based |

In principle, connection-chains are solely used ifterac-
tive attacks. In other words, an attacker uses a connection-
chain as a bidirectional channel to interact with a victinA. Similarity-Based

machine. This entails two main consequences. Firstt 88 |f two connections;; andc; belong to the same connection-
protocol is the transport protocol used in connection{thiai chain (7, then they are more likely to share some common
Secondly, the underlying traffic is interactive. features. This is especially true for interactive traffibefe-

It is conceivable for an attacker to use another transp@gie, one could devise aimilarity measureto compare the
protocol or an unusual covert channel. This, however, requi connections, and flag similar ones as candidates for beirig pa
a great deal of activities such as installing special mcglafe of the same connection-chain. Such measure is typically a
the stepping-stones. Potentially, such interactions@rgtoud function of someinvariant features that are relayed by the

and easier to detect and trace. stepping-stones.
The above discussion leads to the following points: Two classes of similarity measures have been proposed
« tcp [10] is the transport protocol employed in establishn the literature:content-basedneasures andiming-based
ing connection-chains. measures. A content-based measure computes similarity by

« A connection-chain can be modeled as a single logicahalyzing the packets’ contents (payload), whereas thagim
TCP connection that connectdhamanagent at one side based measure computes similarity by analyzing the pdckets
to avictim machine on the other side. timing characteristics.

« Stepping-stones act as relay machines. They however mayf the connections are not encrypted, then a content-based
modify the relayed traffic. Possible modifications includeieasure works well. Basically, a character appearing in a
encryption, embedding fictitious packets and adding ragiven connection is assured to appear later in time in e#ther
dom or intentional delay. Nonetheless, incoming traffic idownstream or upstream connection of the same connection-
related to outgoing one. This sets stepping-stones apeltgin. A naive measure is to simply perform a brute-force
from other types of attack relays; nametpmbiesand text matching between packets’ contents [3]. Another simpl
reflectors measure is to traceniquestrings, for instance bgin greeting

message [3]. Yet, another simple measure is to compute

frequencieof characters traveling through connections [2].

In addition to introducing the connection-chain problem,
In the literature, many approaches have been proposs@niford-Chen and Heberlein are first to propose a content-
to detect and/or trace connection-chains. Those appreacbased similarity measure, which they referred tohasnbprint
integrate numerous interesting ideas and techniques.r8eff2]. In essence, a thumbprint is a real vector that is compute
we start exploring them in details, we present a taxononmased on frequencies of characters traversing a connection
that encompasses them. The taxonomy should render a “tigring a specified time period . It serves as a condensed
picture” of the proposed approaches. signature that can be used to differentiate (or relate) two
Generally, connection-chain approaches align with the tagonnections.

onomy shown in figure 2. The top level of classification Regrettably, content-based similarity measures are difit

is based on the familiadeploymentcriteria. In particular, because they only work if the packets’ contents are not

approaches are classified based onlticationwhere analysis encrypted nor modified as they flow through the connection-

takes place. Accordingly, approaches that operate on pmake chain. A more general approach is to correlate connections
the network level are classified undestwork-basedsection based on the packets' timings instead of their contents.

V). Also, approaches that function inside hosts are claskiis Collectively, such approaches emploming-basedsimilarity

host-basedpproaches (section VI). Finally, those approachaseasures. In fact, the majority of connection-chain redear

which employ both host-based and network-based compselongs to this particular class.

nents, are classified aystem-basedpproaches (section VII). Zhang et al. proposed a simple yet effective timing-based
Noticeably, network-based approaches have received mosasure [3]. The measure exploits the distinctive ON/OFF

of the research effort. Therefore, we further classify thepatterns observed in interactive traffic. Specifically,evlaing

into either similarity-based(section V-A) oranomaly-based an interactive connection reveals a pattern of alternabihg

IV. TAXONOMY OF APPROACHES



and OFF periods. An ON period is when the user is typing d Anomaly-Based

her keyboard, while an OFF period is when she is idle. The |, similarity-based approaches, the theme is comparing con
authors devised a similarity measure that computes cantid yections using some similarity measure. In contrast, ahpma
transition from OFF periods to ON periods among a set ghsed approaches conform to a miweal approach, where
connections. Using such measure, connections with similggch connection is analyzed in isolation of other connastio
transitions are correlated. Specifically, a connection’s forward and backward flows are

Deviation is another timing-based measure proposed fyalyzed. The idea is thafrect terminal sessions behave dif-
[17]. The measure relies on the following idea. As packetsrently fromindirect ones like those comprising connection-
flow through a connection, the total size of transferred $ytehains. In other words, connection-chain manifests a tlevia
tends to increase monotonically in time. Therefore, if twérom the normal direct terminal session.
connections belong to the same connection-chain, then theiThis novel approach was first proposed in [23]. He sug-
total size of transferred bytes should grow at a similar.ratgested measuring the following two time estimates:
Obviously, this measure only works if the packet sizes ate N0, send-Ack tineThe time taken by sendpacket to travel
altered at the stepping-stones. The authors formally dpeel to the next host and gets acknowledged. Basically, this
this concept and used it to correlate connections. time is an estimate of theormalrounditrip time exhibited

Wang et al. proposed a timing-based measure that correlates by a direct terminal session.
connections based on the inter-packet delay (IPD) in fadwar « Send-Echo timeThe roundtrip time for sendpacket to
flows [18]. In interactive traffic, IPD is a reflection of the reach the server side and gets echoed back.
typing dynamics of a user. Hence, the authors propose thafn 5 direct terminal session, tigend-Ackand Send-Echo
they are unique and preserved through a connection-chgjpes are expected to be similar. In an indirect terminasises
They deyeloped a similarity measure to compute and COMP@Bnnection-chain) however, tdend-Echdime is expected
connections’ IPDs. to be larger than th&end-Ackiime. In fact, theSend-Echo

Blum et al. proposed a timing-based measure that correlat@se becomes larger as the connection-chain becomes longer
connections bycounting packets observed in a time intervalThere is, however, a catch. Matching send packet with
[19]. They also showed how many packets are neededtk@ correspondingchopacket can be tricky especially when
declare whether two connections belong to a connectioimchancryption is used. Yung developed these concepts formally
or not. and provided a heuristic matching algorithm.

He and Tong adapted a signal processing approach to detedfang et al. proposed another anomaly-based algorithm [24],
connection chains [20]. In this approach, a connection [85]. Their approach suggests analyzing connectionsat
modeled as a point process, where the points represent tihgeas a connection-chain is being established. They proposed
stream of packets in the given connection. Two connectioms g&everal heuristic algorithms to matchsand packet with its
part of a connection chain, if their corresponding procesa@ correspondingchopacket, in order to measure tBend-Echo
be shown to exhibit @aasualmapping (bijection). On the othertime in real-time. When a new connection is appended to the
hand, two connections are not part of a connection chain,cibnnection-chain, th8end-Echdime jumpsto a higher value.
their corresponding processes are shown to be indeperfdentA plot of the Send-Echdime reveals a step-like function,
search for casual mappings between connections, the auttvdnere every step corresponds to a newly added connection.
proposed two algorithms. One of the algorithms is timingAs such, a step-like behavior is indicative of a connection-
based, one that employs a delay constraint to search éhain.
possible mapping between incoming and outgoing packetsAt last, it is worth mentioning that anomaly-based ap-
The other one uses a memory constraint to perform the sapieaches are not suitable for tracing purposes. They are
task. inspired as a tool to only detect connections that are paat of

Wang and Reeves proposed an active timing-based mea&@@nection-chain.
[21]. The idea is to embed a specially designeatermark
into the flow of packets. If such watermark reappears later VI. HOST-BASED APPROACHES
in another connection, then the two connections are partin a typical network, a host usually has several inbound
of the same connection-chain. The proposed watermarkaigd outbound connections that correspond to listeningeserv
essentially a modification of inter-packet timing betweeme  and talking clients respectively. If the host is exploitediaa
selected packets. Peng et al. studied the secrecy of sdgpping-stone, then there must be a correlation betwaae so
watermarks and whether they can be detected [22]. They fouRlound and outbound connections. In other words, a packet
out that embedded watermarks can be SUCCGSSfU”y reCOV%ﬂ(ﬂ/ing at an inbound connection is assured to reappear in
and duplicated if they are not designed carefully. Also, théh outbound connection. In network-based approaches, such
existence of watermarks can always be quickly detected. correlation is ascertained using different similarity m@@s

At last, timing-based measures avoid using packets’ cofsee section V-A). In host-based approaches, however, the
tents, hence they can be used even if packets are encrypstary is different.
They, however, may fail if packets’ timing characterist{fsr Ironically, all operating systems, by default, do not have
instance arrival times) are disturbed either deliberabeldue a function or a data structure that tells whether an outbound
to the dynamics of the network and hosts. connection has been created by an inbound connection. As a



result, one has to actually explore the operating systemméb fi DIDS has an interesting feature that enables tracing a sser a
out if such link exists. In literature, several techniqguesér she moves across a monitored network. The idea is to assign
been proposed to address this shortage. every user a unigue network identification (NID) when she
One class of techniques employ a procsssirchingal- first logs in the monitored network. An NID is different from
gorithm based on the following concept. If an outbounthe typical user identification (UID). A user may have selera
connectiorr, is created by an inbound connectionthen the UIDs for different hosts and resources, but only a unique
processegp; attached ta; andp, attached ta:, are somehow NID. Accordingly, a user’'s activities (including loginsyea
linked. Depending on the operating system, the processes tassociated with a single NID by the director. Based on its
can be searched to discover if such link does exist. records, the director can then track a user's movementscros
Kang et al. proposed a simple search algorithm for a UNI%e network.
operating system [26]. Using the notations stated abowe, th

algonthtr_n opﬁrt_ﬂe?has fqllows. i#; and Co are E)atrit Ofk a (the director) to trace connection-chains. In contrastgkt al.
connection-chain, thep, _(|n many caS(_as) is createtldr " proposed a fully distributed system call€dller Identification
Ed). either directly or |nd|re9tly by)l-._leen t_he fact that in Systen(CIS) [30]. The system requires installing two modules
Unix, each process maintains a pointer to its parent procegg each host: an extended versionad-wrapper(ETC PW)
Then, a simple way to link, to p; is to start atp, and 1317 304 5 CIS server?7S5S). These modules interact locally

re(_:ruhrswilywsn.ns Iparent pr:ociess_tl;]nt]i; I'IS f?:ﬂd'l. K bet and remotely using a distributed protocol to verify the rig
€ above simpie search algorithm 1alls Hhe fink DEWEEL - inhound connection before allowing it in. Connections

po and p; is more involved. For instance, this can be fith inconsistent route information are denied.
result of using a pipe or other interprocess communication

means. Carrier and Shields proposed a more comprehensiidnder CIS, a connection-chai ho, ..., hi, ..., hy, > is
search algorithm to resolve those cases [27]. For gacthey recursively traced as follows. When a new connection asrive
proposed walking up the processes tree, exploring a preceg$ a hosth;, the local ETCPW intercepts it and contacts
parent and all its siblings. They implemented the algoriththe localCISS to verify its origin. The localCZSS, in turn,
for three Unix-like operating systems; Linux, OpenBSD angontacts theZ' 7.5, at hosth;_; requesting route information
Solaris. about the new connection. The remdatéSsS replies with a
Buchholz and Shields proposed a different approach, whitigt of the previous hosts in the chain; i.€. ho,...hi—2 >.
does not require searching processes [28]. The approash chhe localCISS then contacts every host in the returned list
for modifying an operating system to support linking ato verify its integrity. If the integrity test is passed, ives
outbound connection to an inbound one. For each procet list for future requests by the next hosts in the conogeti

In some respects, DIDS employscantralized paradigm

a new data structurer i gi n is stored in its process table.chain; i.e.,< hiy1,...,hn >. It, finally, replies back to the
For processes created by a remote connectiongi n holds local ETCPW to allow the connection in.
the typical 5-tuple information associated with that castiua. Session Token Protoc¢STOP) is another fully distributed

For locally created processes, i gi n is undefined. When a gystem that allows to recursively trace connection-chiaiiks
processf or ks another onepri gi n is as usual inherited. |y essence, STOP is an enhanced version of the standard
The authors also proposed other supporting system calls §fgntification Protocol(IDENT) [32]. It adds forensics and
data structures. o tracing functionality to IDENT in two essential ways. First

At last, it is worth mentioning that host-based approach@gop server is capable of saving user-level and application
are useful to detect stepping-stones with high accuracy-Hojeye| data associated with an outbound connection upon the
ever, they are not useful by themselves to trace connectioBgest of a downstream host. The data is kept locally for
chains. To do so, such approaches have to be employgfire forensic investigation. Secondly, a request canebe r
within a system in order to recursively reveal the_ whole nha‘cursively propagated back to upstream hosts allowingreaci
Also, host-based approaches suffer from an obvious drawbagonnection-chains. This latter feature is somehow sintiar

Specifically, they rely on théntegrity of the stepping-stones. ihe recursive operation in CIS.
Such trust can not be established because stepping-stanes a

compromised hosts by definition. Wang et al. proposed another distributed system that calls
for installing special modules at routers as well as modified
VIl. SYSTEM-BASED APPROACHES servers at hosts [33]. This system employs an active approac

g@éically, the servers (likeel net d) are modified to inject

In the literature, several system-based approaches h .
been proposed. In general, they employ an arrangementao‘f’atermarkmto backward flows upon request. Modules at

collaborating components that together cooperate to tiatet the routers detect a watermark and respond appropriately. A

trace connection-chains. The components are both hoedbag/atermark is a specially designed string of characters that
and network-based epends on the modified server.

One of the first proposed systems in this class is calledAt last, system-based approaches are projected as a com-
Distributed Intrusion Detection Systgi2IDS) [29]. It consists prehensive solution. They are also meant to attain the bHest o
of distributed host/LANmonitorsand a centralized analysistwo worlds; network-based and host-based. They are however
module called thalirector. In essence, monitors collect auditexpected to be more costly in terms of installation, operati
ing data and send them to the director for analysis. and maintenance.



VIIl. A SSESSMENT OFAPPROACHES cause they apply to the academic model for which controlling

We have reviewed several connection-chain approaches &Q§ts is not required. _
classify them into several categories. In this section, weFOr scalability, network-based approaches obviously have

evaluate those approaches against a set of criteria. ®artjc 2" advantage. Host-based approaches are expected to have a
the following criteria are considered: poor scalability, because modifications are required fargev

- . : dded host. Yet, system-based approaches are expectaeto ha
« Domain: The different approaches are applicable to cét average scalability, since they employ both host-basdd a

tain domains but not to others. For concrete treatme
etwork-based components.

we assess their applicability against the following thred X i . .
reference network models suggested in [6] (see sectionFor tracing ability, we mentioned earlier that anomalyduhs

11-C): closed model, academic modeidinternet model an(_j host-based approaches can only det(_ect a connection-cha
This is because they employ local analysis. On the other,hand

As indicated earlier, the challenges progressively irsge . . X . .
ges prog y atracmg a connection-chain requires a global analysis\eake

as one moves from one model to the next one. Hen ﬁ . . o 2
. . . e whole chain. Such ability exists in similarity-based an
ideally, a technique should work in the most general

system-based approaches.

model; i.e., the Internet model. :
L . ... For detection, host-based modules are expected to produce
« Scalability: An important aspect of a given approach is its )
e — more accurate results. Network-based modules are inlgrent
ability and flexibility to meet growth demands. We refe o
. . ess accurate, because they have to deal with issues such as
to such aspect as scalability, and evaluate the different

a X
proaches agood averageor poor. In principle, network- éancryptlon and delay. In fact, anomaly-based ones are &gbec

based approaches have better scalability than host-batsoe e even less accurate. This is because they rely on time

” o T estimates (for instanc&end-Ack that are hard to measure
ones. Additionally, a central entity is an indication of POO_ ~uratel
scalability. - . . .
: e . The difficulty of evasion varies among the different ap-
« Tracing Ability: Some approaches are designed to onl .
: . roaches. System-based approaches are harder to evae, sin
detect connection-chains. Others, however, are capabl€,0

i . : Hey employ different distributed components. Therefdte,
tracing as well. In theory, a detection module is neede ; :
one component fails, there is a better chance that another

within a trgcmg syst.em. to initiate a trac_lng task. Vveomponent would resist the evasion. On the other hand, host-
use this criterion to indicate whether a given approag! .
ased approaches are easiest to evade, because the hosts are

IS de&_gned for traC|.ng. we usesor no fqr that. .. already compromised. Finally, network-based approaches a
« Detection Accuracy: Detecting connection-chains is an .
expected to be in between.

![r(?':Ztr;a;:eazgfgétgnagzcﬁfgggicgégxeauS?Ogﬁ le;;{eﬁonln terms of cost, system-based approaches are expected to
accuracy is obviously a desired featur:pThe fé)IIO\?vinincur the highest cost, because of the different distrithute
y y X gomponents involved. Host-based approaches come next, as

scale_ IS .use_d |n_th|§ ratingrigh, averag(_eqnd low. the cost is expected to be per host. Network-based appreache
« Evasion: This criterion refers to the ability of an attacker . ! ) .
. ; are expected to come last, since the cost is associatedheith t
(who is possibly aware of the system) to escape detection ;
. . network infrastructure.
and/or tracing. ldeally, an approach should be immune to

evasion attempts. Depending on how hard it is to evade a IX. CONCLUSION AND OPEN DIRECTIONS
given approach, the following scale is ushkdrd, average . .
andeasy . In this review, we surveyed several approaches for detect-

. Cost: Different approaches incur varying costs. sudpy and tracing connection-chains. We also classified them

costs are the result of different factors such as instatati according to a proposed taxonomy. The review focused on

: . T . thetechnicalissues. Specifically, we showed how an approach
operation, and maintenance. This criterion is an estimate oo )
. . orks and highlighted some shortcomings as well. We also
of the aggregate costs incurred by a given approach. The . ; o
. . : assessed the different approaches against a set of criteria
following scale is usedhigh, averageandlow.

. e ) . The review also included relevant background materials and
Using the above criteria, the assessment is summarlzeqlg}ious discussions

tabl_e l. We use descripti_ve labels such as high and low t0 eSyy\,e conclude this review by highlighting some possible
tablish a relative comparison between the different apiites. gjrections in connection-chains research. Taking thiereas

Itis important to note that the comparison is largely sultjec 5 siarting point, the following are some possibilities ofend
due to the lack of any quantitative comparison studies in thg go from here.

literature.

For the application domain, we notice that none of the
proposed approaches applies to the Internet model. This is
because all of them require installing special modules & th
hosts and/or the network infrastructure. Such access is not
granted in the Internet model. We also notice that network-
based approaches are more general than other approaches, be

o Simulation Environment: Studying connection-chains
would benefit from a powerful and flexible simulation en-
vironment. Existing simulation packages (for instance ns-
2) need nontrivial modifications to simulate connection-
chains. Along this direction, Xin et al. have recently
described a promising testbed to simulate and evaluate
connection-chains [34].

3Detection accuracy is is analogous to tinee-positiverate in intrusion » Quantitative Comparative Study: A valuable study could
detection systems (IDS). be conducting a quantitative comparative study of the



(1]
(2]

(3]
(4]

(5]
(6]

(7]

(8]
El

[10]

Criteria Network-based | Network-based | Host-based| System-based
(similarity-based) | (anomaly-based)
Domain academic academic closed closed
Scalability good good poor average
Tracing Ability yes no no yes
Detection Accuracy average low high high
Evasion average average easy hard
Cost low low average high
TABLE |

ASSESSMENT OF THE DIFFERENT CONNECTIGICHAIN APPROACHES

proposed approaches. Such study requires a framewfrg
where different approaches can be compared according
to a set of quantitative criteria. In particular, similgfit
based approaches are a good candidate for such study.
Evasion: It is a possibility for a careful attacker to evadi?]
detection and/or tracing. Technically, these evasions a8,
targeting the detection and/or tracing process itself. Ay
valuable study would be to enumerate various scenarios
under which proposed techniques can be evaded

New Approaches: This area of research is relativelys
new. The review may inspire creating new approaches
or combining existing ones. The solution space is quitéd]
large, and many ideas are still undiscovered.

The Internet Model: We mentioned earlier that none ¢f7)
the proposed approaches applies to the Internet model.
The ultimate challenge is to propose a solution for tracing
connection-chains in this model. [18]
Network Forensics: Tracing connection-chains is impor-
tant for network forensics applications. In particular,
it has the potential to help uncovering compromised
stepping-stones, the attack’s path and even the attackéy®
origin. Therefore, tracing connection-chains could be
projected as an infrastructure for a network forensigsy
system.
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