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Introdu
tionConne
tion Chains
hacker

victim

a series of stepping stones

Conne
tion 
hainA set of 
onne
tions 
reated by sequentially logging into a series of hosts,known as stepping-stones [Staniford-Chen 1995, Zhang 2000℄.Used to 
arry atta
ks indire
tly.Avoid dis
losing true origin of atta
k.Stay anonymous!Almulhem and Traore (Uvi
) IFIPTM'07 July 31, 2007 4 / 16
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Related WorkRelated Work
ca

bdTwo types of host-based approa
hes proposed:sear
h pro
esses [Carrier and Shields (2004)℄, [Kang et.al. (2004)℄.modify OS [Bu
hholz and Shields(2002)℄.Disadvantage:OS spe
i�
.sear
hing pro
esses may fail.modifying OS is 
ostly and may break software.Almulhem and Traore (Uvi
) IFIPTM'07 July 31, 2007 6 / 16
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Asso
iation Rule MiningAsso
iation Rule MiningDe�nitionAsso
iation Rule Mining refers to a methodology that is is used to dis
overinteresting relationships in large data sets [Tan 2006℄.I = fi1; i2; : : : ; ing is a set of items.T = ft1; t2; : : : ; tNg is a set of transa
tions, where ti � I .An itemset X is de�ned as a set of items; X � I .An asso
iation rule is an impli
ation of the form X ! Y , su
h thatX TY = �.The strength is measured by:Support s: X and Y o

ur together in s% of the total transa
tions.Con�den
e 
 : Of all the transa
tions 
ontaining X , 
% also 
ontain Y .Almulhem and Traore (Uvi
) IFIPTM'07 July 31, 2007 8 / 16
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Our Approa
h Mining for 
onne
tion 
hainsMining for 
onne
tion 
hains
ca

bd �items are 
onne
tions.asso
iation rules are 
onne
tion 
hains.C = fa; b; : : :g; a set of 
onne
tions.For two 
onne
tions a and b, dynami
ally generate transa
tions:input transa
tion; i.e. [a℄ or [b℄
hain transa
tion; i.e. [a; b℄
on�den
e(fa; bg) = �([a;b℄)�([a℄)+�([b℄)where �() is the support; how many times a transa
tion o

urred.Almulhem and Traore (Uvi
) IFIPTM'07 July 31, 2007 10 / 16
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inSet

...

packets stream

... ...

*

ccGraph

inbound 

packets

outbound packets

Almulhem and Traore (Uvi
) IFIPTM'07 July 31, 2007 11 / 16



EvaluationOutline1 Introdu
tion2 Related Work3 Asso
iation Rule Mining4 Our Approa
h5 Evaluation6 SummaryAlmulhem and Traore (Uvi
) IFIPTM'07 July 31, 2007 12 / 16



Evaluation Pro
essing TimeEvaluation (Pro
essing Time)
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Evaluation EvaluationEvaluation (Dete
tion)Original tra
e has 1.7 million pa
kets and 236 remote addresses.88 simulated 
onne
tion 
hains.Total: 236 + 88 = 324; �3242 � = 52326 possible 
onne
tion 
hains.Only 88 are true ones ( � 0:2% ).
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SummarySummary
A 
onne
tion 
hain refers to the set of 
onne
tions 
reated bysequentially logging into a series of hosts.Atta
kers use them to stay anonymous.Proposed approa
h applies asso
iation rule mining.A 
on�den
e measure for the strength of a 
onne
tion 
hain.Pro
essing time is suitable for real-time.EÆ
ient dete
tion.
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