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using lightwave offered immense potential, but it took some twenty years before a practical
medium capable of transporting light pulses around the world was developed.

The communication revolution and the spread of information technology are deeply bound up
with globalizing processes. This is so even within the economic arena. Twenty-four-hour
money markets depend upon a fusion of satellite and computer technologies, affecting many
other aspects of society too. A world of instantaneous electronic communication, in which
even those in the poorest regions are involved, shakes up local institutions and everyday
patterns of life. The influence of television alone is considerable. Most of commentators agree,
for example, that the 1989 events in Eastern Europe would not have unfolded in the way in
which they did were it not for television.

The Indonesian Case

Indonesia, since 1998, has undergone the worst economic crisis in its history of modern time.
Consequently the government is being pressed right and left just to secure the availability of
sufficient supply of mere minimum basic human needs for food and health of its population.
However, the challenges have been worsen by the product of technologies, which offered such
tremendous enticement, as we are experiencing today. These advance technologies also
threaten the weak economic infra structure to stand on their strong foundations, which at the
end will endanger the economic recovery programs set by the government. There are two
approaches to speed the economic recovery; firstly short and medium range period and
secondly the long period target.

In the short and medium period, the role of science and technology in supporting the economic
recovery is very significant. Since the early 1998, the Indonesian scientist and engineers have
embarked on ‘down to earth’ actitivities, using off-the-shelf technologies at their disposal to
support the government social safety net program. The twenty-year investments in science and
technology infra structures, human resources and facilities are being put in place to support the
speedy recovery of the overall economic crisis.

Partnering with small, medium and cooperative enterprises, Indonesian scientists and
engineers are working together to develop better agricultural products using bio fertilizers,
introducing integrated eco-farming technology for agricultural activities in marginal lands.
Furthermore, they also assisting fishermen with satellite remote sensing technology to direct
their ships into perspective fishing ground areas and introducing post-harvest processing
technologies for agricultural and fishery products.

On the other side, to overcome the shortage of medicines, the pharmaceutical industries are
co-operating with the medical research institute to develop locally made drugs for the needy
people.

Secondly, for the long period of time, a total solution approach to develop appropriate science
and technology program leading to social, community, and economic development is urgently
required. This needs a really precise map of national resources in order to know exactly how
to improve effective and efficient R&D environment and determines priorities for national
development plans. There are three categories in science and technology that are needed to be
mastered, especially those dealing with material science, life sciences and intelligent sciences,
all of which are being geared towards the creation of a knowledge based economy.



Therefore, during the uncertain and exciting times, the latest technology in securing
comprehensive, accurate and fast financial information should be made available to the
business matters in Indonesia, such as investors, dealers, brokers, corporations, stock
exchanges as well as the planners and decision makers (at the local as well as the central
government). In this way it is expected that their wide utilisation will assist us in securing the
speedy recovery from the monetary crisis that has been beleaguering us in the last few years.

Many important areas need further assessment such as natural and human resources; domestic-
research based innovation capacity; facilities for disseminating knowledge; optimum national
budget for science, technology and human resources development program; awareness of
intellectual property rights of individual; a network of champions of science and technology to
build a strategic alliance; solid firms and institutions on globalizing and clustering their
activities to help government devices the best innovation policies.

To establish S&T based business programs through small and medium sized enterprises in
order to strengthen knowledge-based economic activities in the global competitiveness, many
fundamental factors need further assessment. These include: the ability to cope with
continuous change; to increase the assets for the future technology infrastructure, to increase
skills, business organisation, market development, financing, accounting and good software
for firm performances. Furthermore, the development of human resources and management
capabilities; ability to access to and to innovate new technologies; improvement of regulatory
framework are also very important to be dealt with.

As conclusions, | would point out a number of urgencies to increase the science and
technology based economic recovery programs that can strengthen the Indonesian economic
structure. These include the need of selecting appropriate S&T policies based on Indonesian
natural resources such as agriculture, mining, fishery, and marine technologies. Furthermore,
high technology such as transportation, automotive, biotechnology, microelectronics, and new
material technology are increasingly become essential technology need to be taking care of.
The essence of all these choices is that the Indonesian need well-conceived and well-designed
plan for uplifting the economic disaster into much better conditions.

Thank you for your kind attention.
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Abstract - We are developing and implementing FANS,
a Friendly Active Network System. The system
consists of an active network platform and a graphical
user interface to the system. We have designed and
implemented the first prototype of the the system.
Through the user interface, user easily selects the
protocol and choose the application to run. User can
also distribute and implement their own protocol or
their own application into the networks by supplying
the code into to the active routers through the active
packet. This paper presents the reason behind the
development of FANS, the system architecture, and
the details of implemention of the system. The result
we have so far and Future works that have to be done
are also outlined.

Keyword - active nodes/routers, active packets, graphical
user interface

1. INTRODUCTION

he emerging of Active Network technology has

attracted many academics and researches to involve
in the development of this technology. Active network
paradigm allows program to be injected into an active
node. A code may reside in a switch/router [2-4] and is
activated only after the packet (i.e., capsule) that carries
identifiers or reference to the code is processed and
verified. Another approach lets the packet carries the
whole code [5-7]. In the latest approach, the node is also
active in a sense that it allows computation up to the
application layer.

Active network is challenging and interesting
due to several factors. First, its appearance can reduce the
time required for the standardization process of new
network services. Second, active network shifts the
conventional network node paradigm: from a passive
router that only transfers bits to a more general processing
engine similar to an end station. Finally, it would also
capable of enabling on-the-fly modification of network
functionalities, for example to adapt to changes in link
conditions.

The nodes are active in a sense that the routers or
switches can activate applications or protocol on-the-fly
instead of working only as a traditional passive router to
forward packet. The applications to run are stored in the
active node and runs only when a capsule-like packet that

ISBN : 979-8575-02-4

passes through has been verified and contains an
identifier to the application. Otherwise the node only acts
as a forwarding router.

The most important layer that contributes most to
the ‘active‘ term of active network is the Execution
Environment (EE). It is in this layer a new service from
the local machine is up-loaded and the request from other
machine for a new service is submitted and processed.
Executive environment deals with network operating
system and service layer. Packet is directed to the EE in
order to access network services.

When a packet arrives at a node, it is first
handled by the Node OS. Node OS verifies and identifies
the content of packet. If the packet requires no further
process the node is then simply forwarded to the next
node. If further process is needed, the packet is passed to
the execution environment. The further process in the EE
may include running active applications or simply store
the data brought by the packet.

The common active network architecture is
shown in Figure 1.
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Figure 1. Active Network Architecture [1]

A question that arises towards the deployment of
Active Networks is whether such a change will improve
the performance of the applications that run through a
network or not. Security of the system is another concern
Allowing uses to program the network has increased the
number of safety and security issues that need to be
addressed. Another argument against active network is
related to its simplicity. The internet is successful today
because of its simplicity; by making the networks
“active” things may get very complicated [11]. Our work
to develop User-Friendly Active Network System
(FANS) has been trying to answer these issues.

Section two of this paper describes factors that
influence the design of FANS. Section three explains
system architecture. The steps we have been taking to
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implement the system and the explanation of how the
system works are outlined in Section Four. Section five
presents last achivements our current work and section six
concludes and explains further plan of the work.

2. DESIGN CONSIDERATIONS

2.1 User Interface

Despite the capability of allowing users to customize the
network services or applications, to the best of our
knowledge, current active network systems are still lack
of ease of use for users. These systems provide only Java
application programming interface (API) [4, 7], or even
create system-spcific language such as Programming
Language for Active Network (PLAN) [8].

These approaches are suitable only for networking
expert or network programmer. Therefore our first
concern in developing FANS is to provide an easy to use
and easy to understand user interface to active network
system.

2.2. System Functionalities
In the traditional network, switches and routers maintain
simple forwarding routine installed by the switch and
routers vendor. In contrast, active networks paradigm
allows users to implement their own forwarding routine
into the active switches and routers. Allowing users to
program the routers and switches requires the system to
support code distribution scheme. That is, a scheme used
to distribute code into the switches or routers traversed by
active packet. Since the size of packet is set to 16 KB, big
code is stored using a flow of consecutive active packets.
Another aim of active network is to improve
network flexibility. We translate this idea into the
flexilibility provided by the system to give users a
selection list of available network protocol they can use
and a list of available applications or services in the active
switches or routers they can run. Our system also allows
users to supply their own protocol or program through
the code distribution scheme.

2.3 Performance Factor

Several research works [5,7] propose techniques to
improve performance and take the advantages of network
flexibility offered by the active network environment. We
are also interested to further explore these comparative
advantages in the field of active network congestion
control and network management.

The degradation of performance is usually due to
additional overhead processing in the nodes. Active
network, however, has the potential to compensate this
drawback and is very promising to offer improvement for
end-to-end performance basis. The code to solve any
network problems can be exist in the ‘heart® of the
network or distributed accross the network. As a result,
network problem can be resolved faster than traditional
mechanism in which notification should reach end-point
before necessary action could be taken. For this reason,
therefore, FANS should provide mechanism to easily up-
load user-defined forwarding routine into the active
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nodes. This is with network

performance issues.

important to deal

2.4 Safety and Security

The last consideration for our FANS is the safety and
security of the system. Safety is mechanisms of reducing
the risk of mistakes or unintended behavior. Security
deals with the concept of protecting privacy, integrity,
and availability of the system when malicious attack
occurs.

Given the flexiblity, users may misuse active
packet and active node for destructive activities. For
example, Active packets may misuse active nodes,
network resources, and other active packets in various
ways There should also mechanism to avoid excess use
of resources in active node. We aim to address these
issues to make FANS a safe and secure environment.

3. THE FANS SYSTEM ARCHITECTURE

An active node in our FANS architecture
consists of three layers: the user interface, the execution
environment, the communication layer. The user interface
part deals with the user actions and higher layers of our
active network platfrom. The communication part
implements the lower layers. The execution environment
glues the user interface, the service codes which resides in

the node, and commmunication layer. The system
architecture is depicted by Figure 2.
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Figure 2. The Architecture of FANS

A packet in our architecture contains either of three
types of payload: code, data or empty. When the payload
is empty then the packet carries only identifiers or
references to the services or applications reside in the
node. After verifying the contents of the packet, EE may
either simply forward the packet, run services or
applications, or store the code or data.

The format of packet that we use in FANS is a
capsule-like format and is shown in Figure 3.

IP IP  address | Protocol | Application
address | (destination) | id id
(source)

Payload

Figure 3. Packet Format

We believe that combining the active packet and
active node in one system has the following advantages:
1. It maintains the packet size as minimum as possible,
depending on the payload type
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2. The size of active packet has maximum limit; which
in turn decreases the overhead processing in the node

3. The code of applications is not constrained by the
packet size; instead, the code can be divided into
small-size packet and sent consecutively inside the
payload field of active packet

4. PROTOTYPE AND IMPLEMENTATION

The current implementation is written in Java and runs as
a user-level process under Linux and Windows NT. We
choose Java because of its support for safety and
mobility. Other reasons are its flexibility as a high-level
language and support of dynamic linking/loading and
multi-threading.

In current FANS, each node is a separate
machine. The implementation relies currently on UDP/IP
or TCP/IP as its network interface. FANS in the future is
also to include other protocols than IP. However, making
use of IP at this development stage simplifies the
implementation and facilitates experimentation.

4.1 FANS Communication Components

The major communication components of FANS
architecture are implemented using the classes listed in
Table 1.

Table 1. Key Communcation Classes and Their Function

Main Classes Function

UDPSender, UDP over IP

UDPReceiver

UDPMulticastReceiver | UDP Multicast

UCPMulticastSender

TCPSender, TCP over IP

TCPReceiver

TCPMultiSender, TCP over IP (one node to

TCPMultiReceiver multi-node)

Prompt Java Native Code Class to
run applications

Access Control List (ACL) is maintained in each
connected machine for security and safety reason. For any
packet to be transmitted, the permit right should be
checked from ACL. ACL can only be modified by the
super user and is protected by password. ACL works by
comparing ACL rule and existing setup entered by user.
ACL rule consists of source address, destination address,
protocols, and action. Action means permitting or
denying. Once user sets the configuration which is out of
ACL rule, the access is denied.

TCPSender and TCPReceiver enable point-to-
point TCP communication between any of two-machines
in the network. TCPMultiSender and TCPMultiReceiver
are used for one to multipoint communication under the
TCP. UDPSender and UDPReceiver,
UDPMulticastSender and UDPMulticastReceiver makes
possible point-to-poin and multicast communication in
our test-bed network, respectively.

Prompt and Java_Prompt_getLine is classes of
java native interfaces. Both of the classes can be used to
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run a C or C++ application in an active node. This feature
is made to anticipate the progress of active switches or
routers development.

FANS has been flexible until application and
service layer. However, we are still working to improve
FANS communication components to enable the flexible
deployment of network layer applications.

4.2 The FANS User Interface Components

To simplify the communication experiments, the
FANS graphical user interface consists of two main parts:
the sender part and receiver part. In the sender part, user
has to define the destination, the protocol, the application
to run and whether or not they want to multicast. If acting
as receiver, user need only to specify the protocol and
whether or not they include their machine in a multicast
group. In our current architecture the destination and
application are to be selected from a list. The graphical
user interface of our FANS is depicted in Figure 4.
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Figure 4. FANS Graphical User Interface
The key class components that build FANS
graphical user interface and mediates user action to the
communication components are listed in Table 2.

Table 2. Main User Interface Classes

Classes Name Function

AllFunctions A Glue for other Ul Classes

Password Security access to ACL

ACLCorrect Access Limitation

ACLEntry Entry data to ACL

ColumnLayout Divides Ul into Sender and
Receiver Part

AllFunctions is a class that glues all other
components. This class calls on all other classes based on
users action. AllFunctions also processes all the user
input and appends user selection into FANS packet
before the packet is sent. AllFunctions also calls related
communication components to perform action.

ACLCorrect class decide whether the user action
is permitted or not. If permitted, then the user
configuration is forwarded into the communication part of
FANS. ACLEntry is used to entry data to ACL. To entry
data, a user must supply a correct password. Password
class makes the password mechanism.

ColumnLayout divides the user interface into 2
parts: sender and receiver. For each part, the number of
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user interface components is minimized to conform with
the human-computer interaction paradigm that human
cannot concentrate on more the 7+2 components of
interface in one blink. In the sender part there are 7
(seven) components and the receiver part consists of 4
(four) components.

There is small screen in each part that informs
users what they have selected and what the system does at
that time. After seeing the information, users may clear up
the settings by clicking the clear button. All the setup
information (e.g., destination, protocol) that have been
stored are then reset. Note also that once the Run Sender
is clicked then the network runs based-on the
configuration user has selected. Figure 5 depicts a
sample of user configuration that appears in FANS user
interface.
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Figure 5. FANS GUI — a User Configuration

Multicast option on both sender and receiver part
is put seprately from the TCP and UDP list. This is
because multicast is not a network protocol like UDP and
TCP. Instead, it is a way of sending data into a group of
users.

5. RESULT AND DISCUSSION

We have tested our preliminary active network
test-bed to run variable protocols and simple
applications. The implementation was designed primarily
to allow us to evaluate the suitability of our approach to
let a user to easily choose and select the protocol they
want to use and the application they want to run. We have
used it to test and debug the TCP, UDP and Multicast
protocol as well. The FANS platform has also supported
code distribution scheme which is an essential mechanism
in an active network environment.

We have also verified the ACL functions in
several scenarios. Since users in an active network
environment have a more freedom than in traditional
network, we believe ACL will play a significant role
when FANS options for protocol deployment and user
applications are improved. We will address other safety
and security issues when we extend to feature of FANS to
include on-the-fly protocol deployment.

We believe also that the user interface is easy to
use and easy to understand. Users are likely to be self-
guided when use the system. The available protocols,
services and applications are shot-listed. Users just need
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to easily select ones. When users intend to implement
their own services or applications the user interface
interaction mechanism has also been provided. However,
the user-involved usability as the most valid way to
measure users satisfaction, still has to be conducted.

Table 3 summarizes functionalities that have
been succesfully implemented in our first prototype of
FANS.

Table 3. List Functionalities in FANS

Prototype of FANS

System Functionalities | Running Selected Protocol
Implementing  network-wide
Service/Application

Multicast Service

Code Distribution

User Interface
Functionalities

Protocol Selection (linked-list)
Application/Service Selection
Data/Code Up-loading

Safety and Security Access Control List

6. CONCLUSION AND FUTURE WORKS

We have been developing, experimenting and verifying
our FANS architecture. The initial experiment and
verification has been successfully done. We have
contributed to the development and creation of a user
interface for active network applications. The usability
issues have also been identified and fit into our testbed
experiment[9]. The testing dan debugging phase shows
that TCP/IP, UDP/IP protocol and Multicast have been
functioning well.

Future works will include the involvment of
users to asses our user interface. We will make FANS
functionalities accessible thorugh web site. We also
intend to include on-the-fly protocol deployment into our
FANS prototype. More active networks applications
should be introduced into our FANS to enrich the
application options for the users. These applications will
also useful when we perform benchmarking test for our
prototype and when we come into stage of proposing
techniques to improve active network performance. We
are also going to address issues regarding safety and
security in the last stage of the work.

The emerging of Application Level Active
Networks (ALAN) [10] may also effect the future
development of FANS. ALAN is believed as a more
realistic way of active network than protocol level
applications. We will carefully and throroughly study this
hypothesis and may change our research orientation when
it is required.
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