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ABSTRACT.   A survey had been conducted to measure the awareness of computer security in the Gulf Cooperation Council (GCC) countries.  A questionnaire was distributed to public as well as private sector organizations.  A scoring system is devised and used  to associate a grade for each  response.  Two awareness thresholds are defined  to establish a quantitative measure of awareness.  The first one is defined as the minimum grade required to indicate adequate awareness,  whereas the second is based on statistical estimation of the grades obtained by the respondents.  Respondents with grades equal to or higher than these thresholds are considered as having adequate awareness.   Subjecting the results of the respondents to the aforementioned thresholds, at the best case,  only 3 out of the 23 respondents have grades greater than the associated threshold. This indicates a very low level of computer security awareness in the region.  Recommendations to improve computer security in the region are proposed.











1. INTRODUCTION


Nowadays computers systems are used to store, process, and transmit (using public or private channels) vital and confidential data.  These systems are thus becoming to be one of the most important assets to many organizations and  individuals, raising issues concerning their security.  The  increasing use  of PCs and the wide spread use of computer networks (such as the Internet) make security threats harder to control.  A recent survey conducted in the USA indicated that the financial losses caused by security breaches is more than US$100 millions (these are the losses for only 249 organizations out of the 563 respondents)[1].   In what follows, some examples of security breaches are given.





On March 28, 1994, computer systems administrators at Rome Air Development Center, New York,  (Rome Labs) discovered that  their network had been penetrated since March, 23, 1994; the activities performed in Rome Labs include artificial intelligence systems, radar guidance  systems, and target detection and tracking systems[2].  The attacker(s)  had compromised all the 30 systems at Rome Labs, over 100 user accounts were compromised, e-mail was read, sensitive unclassified battlefield simulation program data was read and copied and the systems at Rome Labs were used to launch �
attacks to other systems[2]. ( The others may hold Rome Labs liable  because of the newly introduced “downstream liability” law[3].)   





Recently, a hacker broke into the Air Force’s main WWW computer, replacing the home page with obscenities and anti-government phrases[4].  This incident happened just three months after  the home page of the Central Intelligence Agency (CIA) had been vandalized, where the CIA’s name was changed to “Central Stupidity Agency” [5].  





In March 1995, the U.S. Secret Service and others closed down a scam involving 50,000 credit card numbers stolen from MCI’s computer,  resulting in US$50 million fraudulent charges [6].  This came only few weeks after the arrest of  the “legendary” hacker Kevin Mitnick  [7,8].  





In 1994, CitiBank discovered that a group of Russian hackers had made US$10 million in illegal transfer; all but US$400,000 was recovered with the help of a private security firm[3].





Clinical  information have suffered from different types of  threats.   Several incidents involving illegal access to medical records are reported in [9] which include blackmailing some prominent persons by threatening to publicize some sensitive information from their medical records.





The aim of this paper is to present the results of a survey intended to measure the computer security awareness in the GCC countries.  The outline of this paper is as follows.  Section 2 explains the notion of computer security,  whereas section 3 presents  the questionnaire  formulation, the scoring system, and the thresholds determination. The results and their analysis are discussed in section 4.  Recommendations  are given in section  5  followed by the conclusion. 





2. COMPUTER  SECURITY 


Computer security aims to protect the computer and every thing associated with it, including the buildings, the terminals, the printers, the cables, the disks, the tapes, and most importantly, the data[10].  The main resources of a computer system are hardware, software, and data.  There are three major components of a computer security: secrecy (or confidentiality), integrity, and  availability (or assured services) [10,11,12].      





Secrecy means that a resource is accessible only by authorized parties.





Integrity means that a resource can be modified only by authorized parties.





Availability means that a resource should be available to authorized parties. Availability should not be confused with accessibility where a system maybe be accessible by a user by being on the permitted list of users for example, but the system is not available due to a malicious act making the system busy (not available).





A vulnerability is a weakness point where the computer system  is susceptible to an attack.  It can be exploited to violate one or more of the principles of  computer security.  Some form of  security measures is needed where vulnerabilities of resources exit.  For example, the computer room introduces a vulnerability to the computer system,  but locks and guards are the security measures to counteract this vulnerability.  


There are two types of security measures:  protective and corrective (or responses).





Protective measures are the mechanisms and techniques that are incorporated to minimize vulnerabilities.





Corrective measures (or responses) are those actions and procedures that are taken after  the incident had occurred such as disaster recovery plan [13,14].





Implementing security measures to compensate for a given vulnerability involves several factors such as the cost and overhead of the measure, the user inconvenience, …etc.  It is, therefore, important to perform risk analysis (or assessment).  Risk analysis is the study of resources and vulnerabilities to determine how likely the vulnerabilities can be exploited in different ways and the cost  of  losing and/or recovering the resource.





Using effective policies and employing appropriate standards, if applicable, are the two most important factors separating “trusted system” from others.  By a trusted system, we mean a system that is trusted to enforce a “security policy.”   The definition of a  security policy is thus fundamental to computer security and it is best described in terms of security policy objective, organization security policy (OSP), and  automated security policy (ASP)  [15].    





A security policy objective  is  a statement of intent to protect an identified resource from  an unauthorized use. The statement must identify the types of uses that are regulated.  Furthermore, the identified resource must be tangible and  owned by the organization.


 


An OSP is the set of laws, rules, and practices that regulate how an organization manages, protects, and distributes resources to achieve specified security policy objective.





An ASP is the set of  restrictions and properties that specify how a computing system prevents information and computing resources from being used to violate an OSP.





A security policy objective is an abstract entity, whereas an OSP describes how a security policy objective is to be manifested in the activities of the organization.  An OSP, however, can not be implemented directly  by the computer system, since the computer system does not have direct control over the organization and its resources;  by contrast, an ASP can be implemented by the computer system. 





The Information Technology industry is formalizing and regulating the development and use of security policies and standards through international bodies such as IEEE, ISO, CCITT and ETSI.  Many countries have developed information technology policies and standards including computer security policies and standards [16].  These policies and standards are essential as a guide to users and vendors alike when using or developing information systems. They also allow government agencies to have criteria against which computing systems can be evaluated for their conformance to security requirements. 





3. THE QUESTIONNAIRE


In the following, relevant details of the questionnaire are given. The questionnaire is attached in the Appendix.








3.1 Formulation 


A questionnaire was prepared  to survey and gauge computer security awareness in the GCC countries. The aim is to collect general information as well as about computer security issues about the organization. 





The survey consists of 27 questions divided into five categories: Organization, Information Systems Department, Computing Environment, Security Policies and Procedures, and Security Violations. 





The authors are not aware of a standardized classification of data in the region. Therefore,  for the purpose of the survey, data is simply classified into the following three classes. 





Data is considered to be public, if it is meant for public consumption





Data is considered sensitive, if its disclosure may (or will) harm an individual, a group of individuals, or an organization.





Data is considered classified, if its disclosure may (or will) harm the nation.





3.2 The Scoring System


Questions related to computer security are assigned weights depending on their importance such that the total weights is 100.  Then, each  response is “graded” accordingly, and the sum of the scored weights is the grade of  the respondent.   Even though the assignment of weights may be a subjective issue, the chosen weights some how reflect the relative costs.








   Table 1: Weight  assignments to the relevant questions





Weight Distribution �
Weight (Min)�
Weight (Max)�
Question�
�
1 point to “Contact the Previous employers”, 3 points to “Obtain a police record”, 1 point to “Rely on a recruitment agency”,  1 point to “Other”.�
3�
6�
11�
�
2 points if risk assessment is done by the organization, 8 points if risk assessment is done by a consultant .�
2�
8�
15�
�
2 to 4 point depending on the course .�
2�
4�
16�
�
8 point if computer security policies are used for some applications, 15 points if used for all the environment .�
8�
15�
17�
�
5 points if computer security standards are used for some application and 10 points if used for all the environment (provided that the standards are specified) .�
5�
10�
18�
�
2 points for “Security administrator”, 1 point for “Auditor”, and 1 point for “Other .”�
1�
4�
19�
�
If “Yes. ”�
8�
8�
21�
�
Locks, safes, audit log and backup have 1 point each, all the others have 2 points .�
14�
16�
22�
�
Each item has 1 point .�
6�
10�
23�
�
If “Yes. ”�
3�
3�
24�
�
If “Yes. ”�
3�
3�
25�
�
If “Yes. ”�
4�
4�
26�
�
2 points for “Number of security violations”, 2 points for “Loss”, 1 point for “Type”,1 point for “Types of violators”,3 point for “Type of disciplinary actions. ”�
5�
9�
27�
�
�
64�
100�
Total�
�
				


The Column  tagged “Question” of Table 1 shows the relevant questions.  The column tagged “Weight (Max)” shows the maximum weight assigned to the corresponding question, whereas the column tagged “Weight distribution” gives the distribution of the maximum weight to the given alternative answers to the question. (The use of the column tagged “Weight (Min)” will be explained in section 3.3.)   For example, question 17 in Table 1 which is concerned with security policies, a weight of 15 is assigned to it reflecting the importance of using security policies. If a respondent indicated that security policies are used for all applications, the total weight of 15 will be awarded.  On the other hand, if a respondent indicated that security policies are used for some applications, a weight of 8 will be given. If security policies are not used at all, a weight of zero will be given.





3.3 Threshold Determination


Two awareness thresholds are defined to give a quantitative  measure of  computer security awareness.  The first one is deterministic, whereas the second is based on statistical estimation.  Respondents scoring equal to or higher than the thresholds are regarded as having adequate awareness.  Both thresholds are based on the scoring system described in section 3.2.





In order to define a threshold for awareness, every relevant question was examined and a minimum weight was attached to it. That weight is determined as the minimum  that should be obtained to indicate that the respondent has the minimum required awareness.  The third column of Table 1 “Weight (Min)” shows the minimum weights for the relevant questions. For example, in Table 1, question 17 which deals with security policies, the minimum weight is 8 where as the maximum  is 15.   That minimum weight was chosen to be 8, since this is the weight assigned  if the respondent indicated that security policies are used for some applications which is considered as the minimum required security procedure.  The combined sum of these minimum weights  which is 64 defines the first  awareness threshold





The second threshold is of statistical nature using the results of the respondents.   The average grade and the  standard deviation  of the grades are used to define this threshold as simply the sum of the two parameters.





4. SURVEY RESULTS


Coverage was an important element that was stressed for the selected organizations. The public and private sectors were both covered and it also covered various disciplines such as health care, industry, service, education and banking. 23 responses were received which account for about 50% of the sent questionnaires. The results here are of statistical nature and as promised to the surveyed respondents, no identifying information will be revealed.





Table 2 gives the frequencies of  the grades.   The grades varied widely with the lowest being 10 and the highest being 76. The highest grade was obtained by a bank which reflects an adequate level of awareness in some financial institutions in the region.


The average grade is  45.4 and the standard deviation is 15.2. About 78% of the scores lie within one standard deviation from the average, and about 91% of the scores lie within two standard deviations from the average. Therefore it is reasonable to assume that the distribution of the scores can be approximated as a “normal distribution”, and that the confidence level for this sample is 91%, although the sample of the surveyed organizations was not a random one.





                   	         














Table 2: Scores of the returned surveys





Grade�
Number of 


respondents�
�
10�
1�
�
25�
2�
�
31�
1�
�
32�
1�
�
33�
2�
�
34�
1�
�
41�
1�
�
44�
1�
�
45�
1�
�
48�
2�
�
53�
1�
�
54�
1�
�
56�
2�
�
58�
2�
�
59�
1�
�
61�
1�
�
64�
1�
�
76�
1�
�






The  statistical threshold is approximately 60.6 obtained by the summation of the average and the standard deviation. This threshold is  in close agreement with the first threshold which is 64 obtained in section 3.3. Using the first threshold, all but two of the grades are below the threshold. Using the statistical threshold, only three grades are above the threshold. The results obtained using both thresholds to measure the level of awareness are close. The results indicate a very low level of  computer security awareness. 





In the following, the detailed results  of the survey are presented. They are summarized  in Table 3.   Only relevant statistics are shown in the table.





Security policy


65% of the respondents indicated that they have a security policy for all applications. 22% of the respondents have a security policy for some of their applications. 9 % of the respondents did not have a security policy and there was no response from 4%of the respondents.





Security standards


While 52% of the respondents stated that they use security standards in all their applications, only 18% specified the standards they use. In addition, 18% of the respondents use security standards in some of their applications.   26% of the respondents do not use security standards and there was no response from 4% of the respondents.   In addition, it is apparent that there is a confusion among some respondents between security standards and security mechanisms.





Risk Analysis


57% of the respondents indicated that they have not  performed risk assessment for their information systems, even though most of them are dealing with sensitive or classified information.





Table 3: Detailed results 





No. of Employees: 


14 have > 1000 employees.


3 have between 501 and 999 employees.


3 have between 101 and 499 employees.


3 have between 50 and 99 employees.


�
No. of Users:


7 have > 1000 users.


9 have between 251 and 999 users.


4 have between  101 and 249 users.


3 have between 50 and 100 users. 


 �
�
No. of IS Personnel:


3 have > 100 IS employees.


4 have between 51 and 99 IS employees.


8 have between 21 and 49 IS employees.


7 have between 5 and 20 IS employees.


1 has less than 5  IS employees


�
 Done Risk Analysis?


 9 have done risk analysis.


 13 have not done risk analysis.


 1 did not state doing risk analysis.


�
�
Has Security Policy?


5 have policy for some applications 


15 have policy for all applications


2 have no policy.


1 did not answer the question.


�
Has Security Standards?


4 have standards for some applications.


8 have standards for all applications.


4 have specific standards for all      applications.


 6 have no standards.


1 didn’t answer the question.


�
�
Type of Security Staff:


13 have a security administrator


3 have a systems programmer.


3 have a security staff other than above.


1 has no security staff.


3 did not state if they have security staff.


 �
Has Recovery Plan?


13 have a recovery plan.


10 have no recovery plan.


�
�
Types of Data:


8 have sensitive data.


5 have public & sensitive data.


2 have classified data only.


3 have public data only.


1 has public & classified data.


1 has sensitive  & classified data


2 have all kinds of data.


1 did not specify type of data.


 �
�
�






Disaster Recovery Plan


Only 56% of the respondents  stated that they have a disaster recovery plan.





Administrative procedures


56% of the surveyed indicated that they have a security administrator. Also, while more than 60% indicated that security violations are reported to the users and management, upper management rarely requested a report about security violations.


5. RECOMMENDATIONS


Some recommendations to improve computer security and to enhance the effective use of security tools in the region are given.   The  recommendations are divided into two parts. The first part contains general recommendations at the regional level,  whereas the latter concerns individual organizations.  The general recommendations are listed below:





Computer security awareness in the region is to be increased using public media and  holding regional seminars and workshops.


The concerned government and private sector agencies should develop the needed local security standards and procedures in accordance with international standards.


A national computer security team is to be established to deal  with computer security violations.





The following recommendations are geared towards individual organizations.





Computer security awareness of users and management is to be increased through local seminars and training.


Security issues should be considered early on when developing or acquiring an information system.


Security policies are to be well prepared  and the necessary automated and administrative tools required to enforce them are to be implemented.


Security standards and procedures specified by the appropriate bodies in the region are to implemented.


A disaster recovery plan for information systems is to be developed.





6. CONCLUSION


In this paper, the results of a survey that was aimed to measure computer security awareness in the GCC countries are presented.   The analysis given in this paper shows that there is a low level of appropriate awareness about computer security. Some recommendations are proposed to improve the awareness and understanding of the various aspects of computer security and its importance.
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APPENEX 


This questionnaire is part of a research project conducted at the Research Institute of Computers and Electronics (RICE) at King Abdulaziz City for Science & Technology (KACST). Some agencies, however, will be selected for follow-up interviews at their locations. The information about the persons and organizations supplied by the respondents will be kept confidential and only statistical information will be published.





I. Organization:





1. Name of organization:








2. Type of organization: (Check applicable box)


����








3. Discipline ( activity area): (Check applicable boxes)


��������





������


�





Note: Civil service is something like the Passports Office, whereas a service is something like the Hotel business.





4. Number of employees in the organization: (Check applicable box)





���������


�








II. Information Systems Department (IS Department) :


��


5. Do you have an IS department?   Yes 	       No            


�If  no, name the responsible department:


�
6. Activities of the IS (or the responsible) department: (Check  applicable boxes)





�����


���


��


�














7. Director of  the IS (or the responsible) department:





--------------------------------------------------------------------------------------------


	(First name)		(Middle Initials)			(Last name)








8. Address of the director of the IS (or the responsible) department:	





---------------------------------------------





---------------------------------------------





---------------------------------------------





--------------------------------------------- (Voice)





--------------------------------------------- (Fax)





--------------------------------------------- (E-mail)








Note: Item 7 and 8 will be used for contact purposes only.








9. Number of employees in the IS (or the responsible) department: (Check applicable box)


	


��


��������








10. Number of computer users in the organization : (Check applicable box)


 


��������


��


�



11. Do you perform the following when hiring a new employee in the IS (or  the responsible) department? (Check applicable boxes)





�
Contact the previous employers�
�
�
Obtain a police record (if possible)�
�
�
Rely on a recruitment agency�
�
��
Other (specify) ýýýýýýýýýýýýýýýýýýýýý


�
�



III. Computing Environment:





12. Hardware: (Fill the table given below)





Type�
Make/Model       �
Quantity�
Operating system �
�
Mainframes  �
�
�
�
�
�
�
�
�
�
�
�
�
�
�
Mini- computers�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
Workstations     �
�
�
�
�
�
�
�
�
�
�
�
�
�
�
IBM PCs/�
�
�
�
�
Compatibles�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
Others(specify)  �
�
�
�
�
�
�
�
�
�






13. Software : (Fill  the table given below)





�
Types�
�
Compliers�
�
�
DBMSs�
�
�
(i) Engines�
�
�
(ii) Front Ends�
�
�
(iii) PC�
�
�
Case tools�
�
�
Graphics User�
�
�
Interfaces (GUIs)�
�
�
Others (specify) �
�
�



�
14. Networking: (Check applicable boxes)





LANs    �
LAN Operating Systems�
�
�
Ethernet�
�
Novell Netware  �
�
�
Token Ring�
�
Lan Manager     �
�
�
FDDI�
�
Banyan Vines     �
�
�
ATM�
�
PathWorks�
�
���
Others (specify)�
�
Others (specify)�
�
    


�
WANs  �
�
�
SNA     �
�
�
TCP/IP    �
�
�
DECNET    �
�
�
OSI   �
�
�
X.25�
�
��
Others(specify) �
�






Network Management�
Network Hardware�
�
�
Netview                 �
�
Comm. Front  End �
�
�
Open View               �
�
Routers    �
�
�
SunNet Manager    �
�
Bridges      �
�
�
Spectrum                �
�
Gateways     �
�
�
Others (specify) ��
�
Hubs      �
�






IV. Security Policies and Procedures:





15. Have you performed a risk assessment for your information systems?  


��


Yes 	            No       


If yes, when was it done?------------------------------------


�


�who did it? You	    Consultant








16. Has any of the IS employees attended a computer security training course? 





��Yes 	           No 





If yes, name the last course and its time and place :











�
17. Do you have computer security policies?  Yes 	No


��If yes, how are they used?


����





Note: A security policy is  a statement of intent to protect an identified resource from  an unauthorized use.  The statement must identify the types of uses that are regulated.  Furthermore, the resources must be tangible and  owned by the organization.


��


18. Do you use computer security standards? Yes          	No


If yes, how are they used?


����





specify the used security standards   --------------------------------------------





If no, (check applicable boxes)


�����








19. Type of security staff: (check applicable boxes)


���������


��





20. Type of data: (check applicable boxes)


��������








Note: Data is considered to be public, if it is meant for public consumption.  Data is considered sensitive, if its disclosure may (or will) harm an individual, a group of individuals, or an organization; while data is considered classified, if its disclosure may (or will) harm the nation.


����


21.Do you have a disaster recovery plan





22. Which security mechanisms are used in your data processing center? (check applicable boxes)


�
Physical Security�
�
�
Locks�
�
�
Security Personnel        	�
�
�
Safes�
�
�
Virus protection software�
�
�
Access control mechanisms (e.g. RACF)�
�
�
Database access control mechanisms�
�
�
Password protection mechanisms (password file encryption, frequent password changes, ... etc.)�
�
�
	Audit Log	�
�
�
Backup�
�
��
Other (specify) �
�
�
23. Which network and workstation security tools are used? (check applicable boxes)





�
Virus protection�
�
�
Encryption�
�
�
Application-level gateways (Firewalls)�
�
�
Network Access server authentication and illegal access detection tools�
�
�
Workstation floppy-drive lock�
�
�
Centralized distribution of software to active agents in the network (workstations, servers, routers, ... etc.)�
�
�
Centralized network management and control�
�
�
Audit Log�
�
�
Back up�
�
��
Other (specify)


�
�



V. Security Violation:


��


24. Are security violations reported to the top management? Yes           No


��


25. Are security violations reported to the users? Yes           No





26. Has the top management requested a report about security violations in the last 


��five years? 


Yes              No       


��


27. Have you encountered security violations in the past five years? Yes        	No


If yes,


Number of security violations:------------------------


Loss (estimated in Saudi Riyals): ------------------------


Type of security violation encountered: (check applicable boxes)





�
Theft of data storage equipment	�
�
�
Unauthorized access to computer systems�
�
�
Transfer of user ids to other users�
�
�
Unauthorized access to data�
�
�
Unauthorized modification or destruction of data�
�
�
Eavesdropping on LANs�
�
�
Eavesdropping on telecommunications lines�
�
�
Denial of service�
�
�
Computer viruses�
�
�
Hardware malfunction�
�
�
Software error�
�
��
Other (specify)


�
�
�



Types of violators: (check applicable boxes)





�
Hacker�
�
�
Cracker�
�
�
Disgruntled employee�
�
�
Competitor�
�
�
Employee through non-intentional action�
�
��
Other (specify)


�
�






Type of disciplinary actions taken against an employee who intentionally conducts security violation: (check applicable boxes)


��


�����	














�PAGE  �1�











Non-Government





Government





Civil Service





Service





Educational








Health Care








Other (specify)





Banking








Industrial














Greater�than 1000





Less� than 50





50 - 100





101 - 500





501 - 1000











Networking





System Integration & Analysis





Application Development





Other (specify)





Office Automation





---------------





Greater�than 100





Less�than 5





51 - 100





21 - 50





5 - 20





251 -1000





Greater�than 1000





Less�than 50





101 - 250





50 - 100





-----------------------------------------------.





For all the environment





For some applications





For all the environment





For some applications





Not aware





No need





Other (specify) ----------------------------





other





None





Auditor





Security administrator





Classified





Sensitive





Public





No





Yes





---------------------------------------------------





---------------------------------------------------------------------------





------------------------------------------------------------------------





-------------------------------------------------------------------------





Loss of Computer access





Discharge from Organization





Other (specify):

















