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ABSTRACT. We are experiencing the beginning of the so-called information revolution. There is a convergence of computer and communication technologies and as a result many countries started developing what is called informally information superhighway and formally information infrastructure. More and more organizations and people are depending on computers and networks to store,  process, communicate and acquire information. This information can vary from critical information required for business and HealthCare transactions to information related to research, news and entertainment. Many applications and information services are being enhanced or developed as a result of the rapid developments in this area. These include electronic commerce, tele-commuting, distance learning, tele-medicine, virtual libraries, electronic newspapers and entertainment.


To ensure that the Kingdom of Saudi Arabia plays an active role and gains financial benefits from information products and services, a national-level information infrastructure is required to effectively deliver the various services of the information age. In this paper, we will discuss the economic, social, legal and technological requirements and present a conceptual architectural model for developing a Kingdom-wide National Information Infrastructure (NII). 





1. INTRODUCTION


The concept of a National Information Infrastructure (NII)  has attracted a considerable attention in many countries.  It is envisioned that an NII will connect every home and office giving access to a wide range of resources in different forms. These resources range from conventional communication services such as Plain Old Telephone Service (POTS) to education, entertainment, and business transactions. NII will have enormous effects on society by providing a vast array of services through virtually a single port [1, 2, 3].


Many countries are actively working on the planning and development of their information infrastructure driven mostly by the need to remain competitive in the global world economy. NII mainly aims at  providing equal and affordable access to information resources. A well developed and cost-effective communication infrastructure is the essential base for NII. It is required to effectively deliver services such as electronic commerce, tele-commuting, distance learning, tele-medicine, virtual libraries, electronic newspapers and magazines and entertainment (e.g.,  video on demand  and on-line games).  There are major economic, social, legal and technological requirements that surround the development of a National Information Infrastructure (NII). These requirements need a careful study to ensure that NII will provide effective and comprehensive information services to all citizens. 





We will first give some definitions of important concepts discussed in this paper. Then, we will briefly give examples of NII developments in some countries. 





1.1 Definitions


National Information Infrastructure(NII)


A high speed data communication network aiming at providing access to a wide range of integrated services.  The NII is a combination of equipment (links, computers, switches, …)  and the software applications for information handling.





Global Information Infrastructure (GII)


When National Information Infrastructures are linked, they form the Global information infrastructure.





Information Superhighway


A common non-formal name for the information infrastructure.





Backbone Network


A high speed computer network that connects smaller independent networks.





1.2 Developments in Other Countries


USA


In the USA, the government proposed the National Information Infrastructure (NII) initiative which mainly aims at  providing a wide range of services to all people. The implementation of the infrastructure will be the responsibility of the private sector. It is estimated that around $200 billion will be spent by 2005 to build a national network infrastructure [3]. This includes telecommunication, cable TV and wireless cable. At the regional level many initiatives have been launched. Among them is the NYNET high speed network testbed. The NYNET is a high-speed fiber-optic communications network linking multiple computing, educational, and research institutes in the New York state area such as Syracuse University, Cornell University, Columbia University, US DoD Rome laboratory, NYNEX and GTE communication companies [4]. Many applications have been tested on NYNET. These applications include option stock pricing, telemedicine, distributed computing and video on demand. There are similar testbeds in the US such as the North Carolina Information Highway (NCIH) program.





Japan


The Japanese have launched a program to establish a national information infrastructure. This program which is expected to cost $300-$500 billion aims to connect over 70 million homes using fiber optics [3]. One of the main objectives of this project is to assist in solving the problem of congestion in public transportation by allowing some workers to tele-commute from home.





Malaysia


Malaysia is investing in information technology and particularly in  multimedia networking. The Multimedia Super Corridor (MSC) is a 15 by 50 kilometer zone extending south of the capital to its airport [5]. The MSC will have an advanced communication infrastructure with a fiber optic backbone with speeds ranging from 2.5 to 10 gigabits per second and international high speed links. The government will enact multimedia commerce enabling policies and cyberlaws to regulate this environment. One of the main objectives of the MSC is to encourage companies from all over the globe to develop new multimedia applications ranging from paperless government to R&D clusters to telemedicine [5].





In the rest of the paper, we will first give the main motives of this research. Then, we will discuss the various legal, social, economic and technological requirements for an NII for Saudi Arabia. Then, we will present a conceptual architectural model for NII for the Kingdom. Finally, we will give some recommendations and discuss further work. 





2. MOTIVATION


While computer systems and networks are readily available in the Kingdom, no national backbone exists for connecting various networks and systems. Many organizations are developing their own low speed WANs with limited connectivity to others. There are limited, outdated and low speed public networks such as Al-Waseet X.25 network and the mostly E-Mail GULFNET academic network. In addition, the Ministry of Post, Telegraph and Telephone (MoPTT) modernization project (TEP-6) mostly addresses voice communications.


There is a need for this NII to create economic opportunities for local firms and entrepreneurs in the field of information services. Even if there is limited or no connection to the Internet, this infrastructure is urgently needed for the local community since ultimately most of the traffic will be local and in Arabic when local information services become widely available.  


Both the public and private sectors should participate in establishing  NII for the Kingdom since it has great consequences for both of them. The public sector will be mostly responsible for preparing the required legal framework that ensures equity, security and competitiveness in this infrastructure. The private sector can participate in the implementation of the infrastructure. 





3. BENEFITS AND APPLICATIONS OF NII


We will first discuss the general benefits of NII and then give examples of its emerging applications.


3.1 Benefits of NII


 NII aims to provide the following:





Support economic expansion and job creation, since it will lead to new products and services which will generate growth in production and employment. It will also increase productivity and competitiveness of the government and local businesses. This will contribute to the gross national product of the kingdom through the local production of new information products and services.





Preserve and promote the local culture by making it readily available online in Arabic and other languages for local and international audiences. This is important in protecting the local Arabic and Islamic heritage from being overshadowed by others.





Connect national information resources efficiently and effectively.





Eliminate time, distance and volume barriers.





Move aggressively towards electronic and optical digitization of data, document and knowledge  holdings. 





The last three points are adapted from [7].





3.2 Applications of NII


The proliferation of high-speed networks has led to the emergence of new applications that could not effectively work in classical communication networks. Here, we present some examples of these emerging applications which will utilize NII [1,6].





Collaborative Services: Video conferencing can be used to join people in meetings at distant locations. It can be used to establish virtual meeting rooms without the need to travel  which results in great economical savings.





Education:  NII will enable teachers as well as students to access educational resources outside the territories of schools. Furthermore, video conferencing will assist student-student and student-teacher interactions at distant locations.





Tele-medicine: Medical data in multimedia forms (text, images and video) can be stored in public medical databases where it can be accessed through NII by authorized medical personnel.  Moreover, imaging devices can be installed in rural areas; by using remote access techniques, specialized physicians can look into these images without the need to travel  to these areas. In addition, medical cases can be discussed live among physicians in distant places.





Electronic Commerce: NII will greatly impact how people do business. On-line or tele-shopping and tele-banking will be very convenient and will save people's time. Electronic commerce will also strengthen the relationships between the manufacturers, suppliers, and joint developers. Furthermore, tele-commuting (working from home) has already become a common practice in many business enterprises. 





Distance Computing: A collection of high-performance desktop computers at distant locations can be grouped using high-speed links to have a single computing resource that can process large-scale High-Performance Distributed Computing (HPDC) applications. These networked computing resources can also be used to control distant medical and scientific machines.





Entertainment:  This includes video on demand, on-line games, and High Definition Tele-Vision (HDTV), to name a few.





4. REQUIREMENTS OF NII 


In the this section, we will discuss the various requirements of a National Information Infrastructure for the Kingdom. Figure 1 shows the main requirements of NII and the resulting information services and applications.
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Figure 1: Requirements of NII and resulting applications





4.1 Legal and Social Requirements


The following are the main legal and social requirements of the NII in the Kingdom.





Policies


We will briefly discuss the various legal policies related to NII.





Usage: These are the policies required to regulate the use of the services of NII.  These policies normally identify the acceptable uses of NII resources. Individual networks may augment these policies by defining additional use policies for their own users which do not contradict with NII use policies [8].





Security: These are the needed information security policies required to ensure the availability, confidentiality and integrity of information in NII. These security policies should also include national security policies needed to protect the national network from outside threats in addition to local ones. Individual networks may supplement these policies with their own security policies depending on their security requirements [8].





Service Provision: The policies required to license service providers which ensure service quality, competitive pricing and geographical and demographical coverage. These policies also define the liabilities of service providers with respect to content carried through or published on their systems. In addition, the service providers should cooperate with concerned government agencies by providing them with needed information about usage of their services.





Information Producing (Publishing): Policies needed to regulate content on NII. These policies should define the type of acceptable content and  responsibilities of the various entities placing content on various resources of NII. Some apply to service providers whereas others apply to individuals and organizations. The content placed on the Saudi NII should be compatible with local values and government regulations.





Intellectual Rights: Policies required to ensure the protection of intellectual property in accordance with local Saudi and international intellectual property laws. These policies should apply to content within the Saudi NII including content placed or retrieved by users within the kingdom from other networks.





Equity of Access to Information


The services offered by NII should be made available to all citizens at an affordable cost. 





Arabic Content


Standards and tools for Arabization should be given top priority to make information services available to local users in their native language. This will also help to guarantee the availability of information to most citizens and not only to English literate citizens. In addition, this will promote the development of new software tools with an Arabic interface.





4.2 Economic Requirements


The following are the main economic requirements of establishing NII in the Kingdom.





Infrastructure Financing


Both the government and the private sector should participate in sharing the cost of establishing NII. For example, the private sector can assist the local government-owned PTT in financing the telecommunication component of the infrastructure. In addition, the private sector can finance and implement the other components of NII such as network hardware and software systems.





Cost Effectiveness of Information Services Delivery


With no national backbone for information networks, information services are carried through low speed isolated networks and hence information can’t  be exchanged among these existing networks. This is because they are not physically connected or there are inter-operability problems. Even if these networks are connected, the current leased lines and X.25 low speed networks available in the kingdom are not adequate to be the basis for NII both in terms of speed and cost of delivering NII services. The proposed communication infrastructure should have the suitable bandwidth required for NII applications. In addition, the cost of delivering these bandwidth-demanding applications should be economically feasible. With increased traffic, the cost should drop and this will improve the efficiency of the local economy.





Government Funding and Incentives


To jump start the effort of constructing NII in the kingdom, the government should encourage local companies to participate. This can be realized through grants and long term loans and by creating the suitable legal framework needed to attract private investment.





4.3 Technological Requirements


The following are the main technological requirements for establishing  NII in the Kingdom.





Provision of Quality of Service Guarantees


 Various applications have different requirements; for example, real time applications (such as video on demand) need a high reserved bandwidth and low delay. On the other hand, voice transmission tolerates some data loss but does not tolerate high delay jitter. In general, each application has a set of Quality of Service (QoS) parameters (e.g., minimum bandwidth and delay) that must be met by the underlying communication network of NII in order to properly provide the service.





Interoperability


 NII must support the commonly used hardware and software. Local networks that use different technologies and standards can all be linked through NII.  Therefore, NII must provide an interface to all these different standards as illustrated in Figure 2. In this figure, three LANs with different technology standards are interfaced through NII switches.
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Figure 2: Interoperability in the NII











Bandwidth Utilization


Since NII must support different applications that have different traffic characteristics, high speed traffic such as video should be given higher priority than low speed traffic. Therefore, the underlying network should use the network bandwidth efficiently.








Coverage and Scalability


To provide service for all people, NII must geographically cover all the communities of the nation. Besides, to facilitate growth of NII, it must be able to accommodate changes in technology, traffic and coverage.





Security


NII will be the medium through which a huge amount of information can be accessed. This information can range from public information to more sensitive personal or business information. To be acceptable by the community, NII should provide the required security tools and mechanisms to ensure the confidentiality, integrity and availability of information accessed or carried through it. 





Reliability


An  effective  national information infrastructure should provide fault tolerance. Important information resources could be duplicated at different servers within the infrastructure.  If one server is down then this important information can be retrieved from other servers. 





5. NII ARCHITECTURE FOR SAUDI ARABIA


Here, we propose an architecture for an NII for the Kingdom which can also be applied to any NII. Three key components comprise the NII as depicted in Figure 3: the underlying communication network, transport services, and enabling applications. A mapping between these components and the classical ISO OSI model is shown in  Figure 3. Each of these components will be described in detail.
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Figure 3: Mapping of NII components and the ISO model











Communication Network


This is the lower component of the architecture. It includes the transmission media (wire or wireless) that carries information between different nodes. It also includes lower level protocols that provide packetization and data switching. Telecommunication has gone  through different stages.  Classical telephone services use circuit switching technique, where a physical path should be established between the sender and receiver for the duration of the connection. With the advent of data networks,  new  standards have been introduced such as  the  well-known X.25. In  this standard, a hierarchy of protocols is used to control the flow of data and provide a reliable  data transmission. X.25 was first developed in the 1970’s when transmission links were slow and with low levels of quality.  Thus most of X.25 standards work at speed up to 64 kbps.





With the introduction of higher speed links and with higher quality, most of the complex operations encountered in X.25 protocols can be streamlined to utilize these emerging high-speed links.  A light-weight version of X.25, namely frame relay, was introduced.  Overhead exhibited in frame relay protocols is less than that of X.25 and therefore it supports higher bit rate (in the range of 2-5 Mbps).  





With the continuous increase in data rates and quality of  transmission links, and the increased demand to support multimedia applications, the Asynchronous Transfer Mode (ATM) standard has emerged [9, 10]. ATM is the first comprehensive data transfer standard that supports integrated data communication applications. It efficiently utilizes the bandwidth of the network by statically multiplexing different traffic sources on the same transmission link. Therefore,  ATM can accommodate data rates from as low as 64 kbps to up to 622 Mbps and  anticipated Gigabits per second in the near future.


ATM has been adopted as the transfer mode for the Broadband Integrated Services Digital Networks (B-ISDN), which are designed to support different applications with different service requirements and traffic characteristics. Using ATM, streams from different sources (data, voice or video) are broken into cells and forwarded using the same pipe.





Because of the anticipated multimedia applications and the expected large amount of traffic, we believe that the ATM standard is well suited for the backbone network of the NII in the Kingdom which connects the main nodes. On the other hand, links between the main nodes and the end customers which do not need high data rates can utilize other standards such as ISDN-based frame relay or  X.25.





Figure 4 shows an example of a possible backbone network for the Kingdom. Primary links with high data rates are used to connect main regions of the Kingdom, whereas secondary links with lower data rates connect other regions. In addition secondary links provide fault tolerance for the backbone.





Transport Services


This part of the NII architecture provides end-to-end service to upper level applications through the underlying network. Emerging applications have different service requirements and therefore, it is the task of the transport service component to guarantee the required service to these different applications. This is done through traffic and management techniques. In order for an application to communicate with another application through the communication network, it must first contact its associated transport service which opens a connection to the other application on its behalf and then sends data using the required grade level. Existing transport services are provided using classical transport protocols such as TCP/IP and OSI TP4 which are not effective for future  high-speed networks.  These protocols were designed for networks with speeds that are three to five order of magnitude less than those of emerging networks. Moreover, they lack the support for different applications that have different requirements. A lot of research has been done to improve the performance of these protocols or replace them with a new set of high-performance transport protocols. 





An ideal solution is to have an adaptive communication protocol that can be flexibly configured to best meet applications requirements. Furthermore, standard transport protocols such as TCP or OSI TP4 can also be supported using this adaptive protocol [11,12].
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Figure 4:  An example backbone network for Saudi Arabia











Applications


This is the higher component of the NII architecture. It comprises the tools and services that are readily available to the users of NII. Examples of some of the emerging applications were presented in Section 3.2.





6. RECOMMENDATIONS AND FUTURE WORK


As outlined in this paper, there is a need to develop a National Information Infrastructure for the Kingdom.  Our work addressed mostly the general requirements for NII in the Kingdom. It could assist in convincing the various concerned entities of the importance of developing such an infrastructure. Once this general initiative is approved, a great deal of additional work is needed. Experience of other countries should also be studied and evaluated to assist in planning our NII.





In the following, we will give a list of recommendations in topics ranging from research to administrative work which promote the development of NII for the Kingdom.





Upgrade  the existing communication infrastructure to provide links that support high speed data rates to all customers.


 


Study and formulate the required use and security policies which are needed to ensure availability, professional conduct and confidentiality in NII. Careful attention must be made to ensure that these policies encourage the continuous progress of NII by making them acceptable by the community.





Assess the various parameters needed for backbone design such as bandwidth requirements for anticipated applications, topology and traffic characteristics.





Study and develop the required security mechanisms that ensure the conformance of NII uses with national security policies of the kingdom.





Promote and adopt an Arabization standard for Arabic NII applications. The responsible bodies in the kingdom should take the lead in supporting and enforcing such a standard in coordination with similar Arab and international bodies.





Develop the required administrative and technical bodies that are necessary to manage NII and ensure its continuous development.





7. SUMMARY


In this paper, we discussed a general framework for establishing a National Information Infrastructure (NII) for Saudi Arabia and proposed a preliminary architecture for it. First the concept of NII was introduced; then relevant plans and projects in some other countries were briefly discussed. Afterwards, the general benefits of NII  were outlined together with the main emerging applications. Then, the various legal, social, economic and technological requirements that surround the development of NII for the Kingdom were discussed. Furthermore, we presented a conceptual architectural model of NII for the Kingdom. Finally, a list of recommendations were given to assist in enhancing the awareness, planning and implementation of NII. Further research work is contained in some of the recommendations.
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البنية المعلوماتية الوطنية للمملكة العربية السعودية





إياس الهاجري  ،   عبد الله الموسى


الإدارة العامة للمعلومات، مدينة الملك عبد العزيز للعلوم والتقنية


ص.ب.  6086   الرياض 11442


المملكة العربية السعودية





المستخلص: لقد كان لازدهار تقنية المعلومات في السنوات الأخيرة دور كبير في بداية ما يسمى بثورة المعلومات ، أدى ذلك إلى اهتمام كثير من دول العالم في بناء بنية أساسية للمعلومات تهدف إلى تسهيل عملية تناقل المعلومات بشتى صورها بسرعة وكفاءة عالية. تخدم هذه البنية جميع مجالات العمل المختلفة كالتعليمية والتجارية والصحية والزراعية إضافة إلى الأخبار والأمور الترويحية.


	ونظراً لأهمية الدور الذي تقوم به بنية المعلومات الأساسية كان من الضروري أن يكون للمملكة العربية السعودية بنية معلومات تخدم جميع النشاطات الحيوية في المملكة.


هذه الورقة تعرض المتطلبات التقنية والقانونية والاقتصادية لبناء بنية أساسية للمعلومات للمملكة كما تعرض نموذج وصفي لإنشاء هذه البنية.
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Information services and applications : 


E-Mail, teleconferencing, EDI, …etc..


information kiosks and online catalogs


virtual libraries 


distance learning


electronic commerce


tele-commuting


tele-medicine


electronic newspapers and magazines and entertainment 


(TV, video, radio, and games).











Legal /  economic/ social 


use, security, intellectual rights policies & standards,


infrastructure financing and cost effectiveness.








Technological requirements:  reliable, scalable, inter-operable, efficient and widely available computer network.
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