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Abstract 





Companies need to exchange information to transact business. It has been estimated that over 60,000 companies around the world are now using electronic data interchange (EDI) to electronically exchange business documents. This results in business process improvements; automation of manual activities with increased timeliness and accuracy of the information being exchanged.





Saudi Aramco is an EDI capable company supporting the material management business function. Saudi Aramco is similar to many EDI capable companies who are re-evaluating their corporate EDI strategy to take advantage of future trends. These future trends will make EDI business solutions less costly, faster and easier to implement for both Saudi Aramco and our trading partners. 





This paper identifies Saudi Aramco’s current corporate EDI system and describes the concepts of three important future trends: using email over the Internet for exchanging EDI messages with trading partners, streamlining trading partner implementation by using an electronic registry process and a specialized WEB EDI solution for small volume trading partners.
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Electronic Data Interchange (EDI) is the electronic exchange of business documents using a standard format that is computer processable. EDI is one component of electronic commerce - conducting trade in a paperless environment. This paper provides an introduction to the topic of EDI, identifies Saudi Aramco’s  corporate EDI system (current and future) and describes the concepts of three important future trends in EDI: using email over the Internet for exchanging EDI messages with trading partners, streamlining trading partner implementation by using an electronic registry process and a specialized WEB EDI solution for small volume trading partners.


 


1. What is EDI?


							


Companies need to exchange information to transact business. Electronic Data Interchange is the electronic exchange of business documents between trading partners using a standard format. Trading partners can be suppliers of goods, customers, financial institutions, banks, contractors, shipping agents, government agencies, utilities, health care providers and even divisions or subsidiaries of the same company. The impact of EDI to a trading partner is the receiving of a computer processable EDI document or message instead of a hard copy, paper document. 
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The most frequent type of EDI is external EDI where a company sends an EDI document to another company.  An example is our Purchasing EDI System where Saudi Aramco sends an EDI purchase order to a supplier.  





An integral part of EDI is the EDI standard which defines a common "language" to facilitate the movement of business documents from one computer system to another.  An EDI standard reduces the technical difficulties of exchanging many document types with many trading partners. 





United Nations Electronic Data Interchange for Administration, Commerce and Transport (UN/EDIFACT) is the international standard for EDI, sponsored by the United Nations.  As Saudi Aramco's potential trading partners are located globally throughout the world, an international EDI standard is required.  Given that UN/EDIFACT is quickly being recognized as the most dominant international standard of the future and that other standards organizations are actively moving toward UN/EDIFACT functionality, this should be the primary standard used by Saudi Aramco.  All exchanges with trading partners outside North America should use this standard.





In the United States, the Accredited Standards Committee (ASC) X12 is chartered by the American National Standards Institute (ANSI) to develop standards for EDI.  The ANSI X.12 EDI standard is extensively used primarily in the United States and Canada. Most major EDI translators support both ANSI X.12 and UN/EDIFACT standards. 





The goal of EDI is business systems interoperation allowing business application data to be automatically exchanged between different computer systems. 
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The major benefits of EDI are an increase in the timeliness and accuracy of business information exchanged between organizations. These benefits are achieved through the elimination of manual, labor intensive activities (e.g. the administration of hard copy documents and the rekeying of data from them) and the associated errors which result. To achieve these benefits EDI requires an interface to a fully functional application system at both trading partner locations.  To obtain substantial benefits from EDI, the associated business processes may require streamlining or simplification through re-engineering.  The effective implementation of EDI is also dependent on understanding the business objectives of the organization and then designing an EDI strategy which enables the organization to achieve those objectives. The American Petroleum Industry (API) estimated the savings they achieved through EDI as $500,000 US resulting in improved efficiencies and inventory reduction. 





2. Saudi Aramco’s Corporate EDI System Today			





Saudi Aramco’s corporate EDI implementation strategy is to use the Tower Computer Center in Dhahran, Saudi Arabia as a mainframe EDI clearing house (see Figure 3).  All outbound (EDI messages sent out by Saudi Aramco to a trading partner) and inbound (EDI messages received by Saudi Aramco from a trading partner) EDI messages will go through this hub.  This mainframe acts as a traffic controller in the transferring of outbound and inbound EDI messages to and from value added networks (VANs).  Direct communication to trading partners will be supported when appropriate.
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Saudi Aramco's corporate mainframe EDI infrastructure (see Figure 4) was  operational in December, 1995. This infrastructure consists of EDI translation software, EDI communication software, and a corporate EDI mail box on a value added network (VAN) which together  support automated batch processing of an EDI business function. 





An EDI business function actually starts with the business application system. For  the outbound EDI process, the application system creates an interface file which is input to the EDI system. For inbound EDI, the reverse occurs. 
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2.1	EDI Translation Software (see Figure 4)





The first component of our corporate EDI infrastructure is EDI translation software.  Translation software converts or maps business application data from a company's proprietary internal format in the interface file into an EDI standard message format (and vice versa).  The mapping function places application data into the proper data element and segment as defined by the EDI standard.  The EDI standard describes the specific attributes of each data element: field type, field size, meaning and the sequence of the field in an EDI segment.  EDI standard qualification and code fields are added to further describe the application data and business function.  EDI standard syntax data is added to complete the EDI message.  Syntax data includes segment identifiers or tags, data element separators and segment terminators.  The translator surrounds the standard message with enveloping information (e.g. header and trailer segments) which includes sender identification, receiver identification, date/time stamp as well as control numbers and totals.   





Our translator was implemented into the production environment in August, 1994 supporting the Purchasing business function.  It creates outbound purchase orders and change orders and inbound order acknowledgments and order status using both UN/EDIFACT and ANSI X.12 EDI standards. Local delivery order (LDOR) requests and confirmation are also supported using the UN/EDIFACT standard.





2.2 EDI Communication Software (see Figure 4) 





The next component is EDI communication software.  Communication  software sends EDI data to and receives EDI data from a value added network or directly to/from a trading partner.  For outbound EDI where EDI data is sent out from Saudi Aramco to the trading partner, the input to the communication software is the EDI standard messages produced by our translator.  For inbound EDI, the communication software receives EDI data from the trading partner via the value added network and passes it on to our translator for processing. 





Our EDI communication software was implemented into the production environment in December, 1995. It acts as an engine to drive EDI data along a communication path from our mainframe in Dhahran to our VAN connection in Amsterdam, Netherlands. An SNI link through our existing communication facilities to Aramco Overseas Company (AOC) in Leiden is used (see Figure 5).  
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2.3 Corporate EDI Mail Box on a Value Added Network (VAN)





The third component is a corporate EDI mail box on a value added network (see Figure 4).  A VAN is a third party computer system which operates as an electronic post office.  We deposit outbound EDI messages into our mail box on the VAN (see Figure 6).  The VAN transfers these EDI messages to the identified receiver's mail box.  The receiving trading partner accesses their mailbox and retrieves the EDI messages sent to them.  The receiver's mail box does not have to be on the same VAN as the sender's mail box as VANs support interconnectivity.





A VAN provides security protection for Saudi Aramco.  Our trading partners never have access to Saudi Aramco's computer system. The VAN ensures that only Saudi Aramco is allowed to access our mail box.  We initiate all access to our mail box to send and receive EDI data.  Prior to a trading partner sending an EDI message to our mail box, a VAN trading partnership must be requested and approved by both trading partners for that message type.





Another important advantage of VANs is they allow communication hardware (e.g. modem), communication software (e.g. Procomm Plus, EDI*PC, SuperTracs) and communication protocol (e.g. ASYNC, BISYNC, SDLC, SNA) independence between trading partners.  As all trading partners access the VAN instead of Saudi Aramco, only the VAN has to support multiple communication access methods.
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We currently use one mail box on our VAN.  This mail box service was first implemented into the production environment in May, 1993. 





2.4 Business Applications Supported via EDI





Two business applications in Saudi Aramco are using EDI. The first one is Purchasing EDI system where Saudi Aramco sends purchase orders and change orders to local vendors and receives  purchase order acknowledgments plus order status. The second system is Local Delivery Orders and Receipt (LDOR) EDI system. In this system Saudi Aramco sends LDOR transactions to local vendors and receives LDOR acknowledgments. Currently 37 local vendors are participating in the EDI project. By the end of 1997 we anticipate to add up to 70 local vendors in Saudi Arabia. Furthermore Aramco Services Company (in Houston, USA) purchasing system will be migrated and supported via our corporate EDI infrastructure in Dhahran. (see Table 1)








					Saudi Aramco 		Aramco Services Co.       Totals 





Request for quotations transmitted 		12,000					12,000	


Purchase orders transmitted		 	8,000		20,000			28,000


Change orders transmitted		 	4,000		10,000			14,000


Local delivery order requests transmitted    	190,000					190,000


Functional acknowledgments transmitted			30,000			30,000	





Purchase order acknowledgments received 	4,000		20,000			24,000


Purchase order status received		   	 1,000		10,000			11,000





Functional acknowledgments received				30,000			30,000





Trading Partners				70		30			100


 


				Table 1: EDI transactions volume for 1997





3. Limitations to Saudi Aramco’s Current Corporate EDI System	





Saudi Aramco’s current corporate EDI system has a number drawbacks that limit our ability to support all business requirements in an efficient manner.


     


3.1 Batch Processing





An EDI system based on batch processing will not be able to support real time business requirements. No matter how often the batch system is run, time critical business requirements will be difficult to support.





3.2 No Concurrent Translation Processing





The initial design concept of our corporate EDI system for outbound processing was to have the application extract and EDI translation run independent of EDI communication. Each business process would have the application extract and EDI translation run independent of other EDI supported business processes. In effect each business process would place outbound EDI data into the communication “bucket”. At set times (e.g. every hour) EDI communication would transmit outbound EDI messages in the communication “bucket” to the value added network. Due to restrictions in our current EDI translator caused by the use of common “work” data sets and assignment/tracking of EDI control numbers, concurrent processing was not recommended by the software vendor. Coordination is now achieved based on scheduling criteria. 


          


3.3 High Cost of Value Added Network Services





For EDI capable companies to derive substantial benefits from EDI, business functions requiring high volume exchange of business documents must be supported. As more of these business function are supported using EDI, the ongoing value added network service cost continues to rise. The type of connection to the value added network can also influence this cost. A dedicated SNA connection can be more expensive than a sharable dial up connection. 





3.4 Weekly Outage for Value Added Network Scheduled Maintenance





The amount of value added network down time caused by weekly scheduled maintenance will vary depending on the value added network used and the type of connection. During this down time clients can neither transmit or receive EDI messages. Maintenance schedule times are chosen to cause as little disruption as possible to the majority of value added network users. By selecting Saturday/Sunday early morning in North America,  this down time occurs during the working day in Saudi Arabia. Saudi Aramco currently experiences a weekly outage of 2-3 hours.





3.5 Connectivity to Value Added Network is by a Complicated International Data Circuit





The current connectivity to our value added network is by a complicated international data circuit. A problem can occur at any node, requiring coordination and investigation by Saudi Aramco’s network support group, any one of three PTT/telecommunications companies or the value added network. Problem resolution may result in significant outage. A backup communication path and procedure is required.


  





4. Requirements of Saudi Aramco’s Future Corporate EDI System 	





The characteristics that define Saudi Aramco’s future corporate EDI system are based upon elimination of the limitations of our current system. Consideration was also given to the business requirements we anticipate supporting in the foreseeable future and the plans of other companies in a similar situation. 


 


4.1 Single Corporate EDI System Supporting all Business Application Platforms





One corporate EDI system supporting all business application platforms (e.g. legacy, Mini, LAN, PC, client/server) is the most cost effective method of supporting EDI. A proliferation of EDI systems on various platforms would be impossible to manage effectively. 





If business application systems are to be purchased, consideration should be given to EDI-enabled products that have EDI interfaces defined with extract support. For some purchased business systems (e.g. SAP Purchasing and Finance modules), there are EDI translators/communication systems that are marketed as “SAP certified”. These are considered to be “bolt on” EDI subsystems with interfaces and prewritten EDI maps supporting SAP requirements. These EDI systems are also capable of supporting non-SAP business requirements at the same time.    


  


4.2 Seamless Real Time Processing





Some of today’s time critical business requirements can only be supported by real time processing. The interface to the application system, EDI translation and communication to the trading partner must all occur within seconds. Prioritization of urgent time critical business requirements ahead of less important ones should be available. 





4.3 Communication support for Multiple Methods





EDI communication must provide flexibility by supporting multiple methods. These include connectivity to traditional value added networks, direct connects to specific trading partners and EDI using email over the Internet. This is extremely important when initially migrating trading partners to the Internet. 





4.4 Security using Authentication/Encryption





Some business requirements and/or trading partners may require security using authentication and encryption at the EDI application system level. Relying on authentication and encryption at the email application system level will not be sufficient for trading partners not using EDI via email over the Internet.





4.5 Support for Proprietary Business Requirements





Flexibility in supporting unique business requirements is an important consideration. Some business requirements or trading partners may demand solutions that are a “one of a kind” or require the use of EDI standards other than UN/EDIFACT and ANSI X.12. A robust EDI system should be adaptable to these requirements.





4.6 Automated Monitoring & Identification/Notification of Processing Exceptions 





An EDI system requires automated monitoring to ensure all components are operating successfully. Manual review of error reports or logs should be avoided as this can be a time consuming, after the fact activity. Once an exception occurs, it must be clearly identified and quickly notified to the most appropriate party; the user department, their systems support group, the EDI support team, the trading partner or a combination of these. Exception notification via email should be considered.





4.7 Quick Problem Investigation and Resolution





Once a problem has been identified, quick investigation is required. Accessing the necessary details for confirming the processing stages that were successful or unsuccessful must be easy to obtain. Once the problem is repaired, recovery action such as retransmitting a rejected outbound interchange must be easy to initiate, quick to complete and fast to confirm. 





4.8 Auditing 





Auditing must be available to prove or document an EDI event took place. For an outbound EDI message, documenting when it was successfully transmitted to the trading partner is an example of a significant EDI milestone must be supported. Similarly for an inbound EDI message, documenting when it was successfully received by Saudi Aramco must be supported. The EDI system making these EDI milestones available back to the business application system should be considered.  





4.9 Scalability for Future Growth





Most of the time the initial implementation of EDI only includes a small number of business requirements, a small number of trading partners and the exchange of a small number to EDI messages. The scale and cost of the EDI system should reflect this. Over time as more business requirements and trading partners are implemented and the number of EDI messages exchanged increases, the EDI system should be scaleable to support this increased demand. Any migration required should be easy to do.  





5. Future Trend	  		





5.1 EDI Using Email Over the Internet 





EDI using email over the Internet has tremendous potential due to the Internet’s low cost and global access. For EDI capable companies to derive substantial benefits from EDI, business functions requiring high volume exchange of business documents must be supported. As more of these business function are supported using EDI, the ongoing value added network (VAN) service cost continues to rise. Secondly, each time a new trading partner is added, communication connectivity must be addressed. If both trading partners already have Internet email connectivity, EDI communication issues may be simplified to internal routing of EDI email messages to the EDI translation application. If the Internet becomes the de facto method of supporting EDI communication, this increases the likelihood of implementing new trading partners with very little previous discussion or coordination, at least from a communication perspective.





Traditional EDI communication components are replaced with Internet modules. EDI communication software, hardware and data circuits used to connect to the value added network are replaced by Internet components. These may already exist if email over the Internet is already supported.   





Outbound EDI processing requires Saudi Aramco to transmit EDI data to a trading partner. The following sequence of events would occur (see Figure 7). 





The EDI translator creates an EDI document(s) for a trading partner. EDI document enveloping segments are added. EDI interchange enveloping segments are added to complete the EDI  interchange.





The EDI interchange is forwarded to a Multipurpose Internet Mail Extensions (MIME) application. A MIME envelope is generated which identifies the content type as EDI. MIME does not modify the EDI interchange “object”.





The EDI interchange is forwarded to a Simple Mail Transfer Protocol (SMTP)  application. A SMTP envelope is generated with a “TO” email address specified as the trading partner's. SMTP  initiates the message transmission function the same as for an Internet email message. 





If an outbound EDI message is not acknowledged by the receiving trading partner after a set period of time (e.g. several hours up to 1-2 days), the EDI system should automatically initiate resending the EDI email message in case delivery problems occurred with the original message.    





Inbound EDI processing requires Saudi Aramco to receive EDI data from a trading partner. The reverse occurs. STMP and MIME applications remove their associated envelopes and pass the EDI interchange on to the EDI translator for processing.


 


With the elimination of the value added network and its trading partner relationship approval process, security must be addressed by alternate mechanisms. There are two types of security considerations; protecting access to the corporate computer system and protecting the content and integrity of EDI messages exchanged between trading partners. Protecting access to the corporate computer system must be done using firewalls. These firewalls would need to be established for Internet email as well as EDI using email over the Internet.





EDI message security needs to address the following requirements:





Ensure the EDI message sender is who they appear to be. This is done by authentication.





Ensure the EDI message is an original and message contents were not modified. This is done by authentication.





Ensure non-repudiation of receipt to prove the recipient did receive the EDI message. This is done by authentication.





Ensure privacy/confidentiality of EDI message contents to prevent disclosure. This is done by  encryption. 





Message security can be done using either email based authentication/encryption or EDI system based authentication/encryption products. If there is strong likelihood that standard email, EDI using email over the Internet and other applications using email over the Internet will require security,  it is recommended that email security be used. Privacy Enhanced Mail (PEM)  supports email message authentication can be used to address points a, b and c above. Pretty Good Privacy (PGP) supports email message authentication and encryption and can be used for all the above.





EDI translator based authentication and encryption may also be necessary if EDI communication other than through email over the Internet requires security.  
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5.2 Streamlining Trading Partner Implementation by using an Electronic Registry 	





One of the major problems implementing EDI is the initial coordination currently required between trading partners. Hard copy documentation (e.g. implementation guide or convention) and significant discussion normally takes place prior to exchanging EDI messages. If this administrative process is automated, trading partners could be implemented faster with less cost. One method of achieving this is using an electronic registry process which uses EDI to administer the trading partner implementation process.





An electronic registry process for distributing EDI implementation conventions works like this (see Figure 8).





A company develops an implementation convention for a new business function by defining the details of an EDI message.





The company sends this implementation convention to an electronic registry using the EDI UN/EDIFACT standard Implementation Definition (IMPDEF) message using email over the Internet.





The electronic registry confirms that the implementation convention adheres to the appropriate EDI standard being used. If discrepancies occur, the implementation convention is rejected and the originating company is notified. Changes are made and resubmitted.





After the implementation convention is approved by the electronic registry, it is available to potential trading partners electronically via the Internet.
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5.3 Specialized WEB EDI Solution for small volume Trading Partners





It is easier to justify an EDI solution when trading partners are exchanging large volumes of business documents. Small volume trading partners are often reluctant to invest in their own EDI system as they see little benefit. Supporting a single entry point for a business process to the business application system simplifies it’s design and maintenance. This has always been a difficult goal for traditional EDI.





Now with the Internet and implementation of a WEB EDI solution for small volume trading partners, the complete business process can be supported via EDI. An example of how this works in the customer/supplier scenario for the supplier acknowledging a purchase order is described below (see Figure 9).





Customer provides the supplier with a purchase order as a hard copy document or a fax.





Supplier accesses the customer’s WEB page for a purchase order acknowledgment form.





Supplier enters required acknowledgment information (e.g. original purchase order number, supplier’s order number and indicates “yes I agree to terms and delivery date”).





Supplier identifies purchase order acknowledgment is now complete. This initiates conversion of the purchase order form information into an EDI interchange, wraps email enveloping (e.g. SMTP/MIME) around the EDI "object " and starts the email delivery process of submitting this through the Internet to the customer using the customer's email address.





To ensure the correct supplier is initiating this message, some form of security is required (e.g. each supplier with a unique password). 
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6. CONCLUSION





Electronic Data Interchange has a tremendous potential for improving the exchange of business information between trading partners. By combining EDI technology with future trends such as Internet access, new opportunities arise for developing more efficient and lower cost business solutions.  
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